
Agenda 
Board of Trustees 
August 10, 2017 | 8:30–11:30 a.m. Eastern 
(Please note the Schedule may be adjusted real-time should meetings conclude early and/or extend past their scheduled end time.) 

Westin Ottawa 
11 Colonel By Drive 
Ottawa, ON K1N 9H4, Canada 

Conference Room:  Confederation II/III – 4th Floor 

Call to Order 

NERC Antitrust Compliance Guidelines—Public Announcement 

Introductions and Chair’s Remarks  

Consent Agenda – Approve 

1. Minutes*

a. June 8, 2017 Conference Call

b. May 11, 2017 Meeting

2. Committee Membership and Charter Changes*

a. Operating Committee Membership

b. Planning Committee Membership

c. Compliance and Certification Committee Membership

d. Critical Infrastructure Protection Committee Membership

3. Proposed Revisions to the Southwest Power Pool, Inc. Bylaws Relating to the RE Function

4. Appointments

a. NERC Officers

b. Standards Oversight and Technology Committee Chair

Regular Agenda 

5. Remarks and Reports

a. Video Message by The Honourable James Gordon Carr, Minister of Natural Resources

b. Remarks by Honourable Sergio Marchi, President and Chief Executive Officer, CEA

c. Remarks by Peter Gregg, President and Chief Executive Officer, IESO

d. Remarks by Patricia Hoffman, Acting Assistant Secretary, DOE
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e. Remarks by Murray Doehler, Chair, CAMPUT 

f. Review of August 9, 2017 Meetings 

g. President’s Report 
6. Report on Board of Trustees and Canadian Regulators Meeting – Information  
7. Report on Board of Trustees August 8, 2017 Closed Session – Information 

8. Board Committee Reports 

a. Corporate Governance and Human Resources 

i. Committee Mandate Revisions: Enterprise-wide Risk, Finance and Audit, Nominating – 
Approve 

b. Compliance 

c. Finance and Audit 

i. Second Quarter Unaudited Financial Statements  ̶  Accept 

ii. NERC and Regional Entity Proposed 2018 Business Plans and Budgets  ̶  Approve 

iii. Designation of Authorized NERC Account Signatories  ̶  Approve 

d. Enterprise-wide Risk 

e. Standards Oversight and Technology 

f. Nominating Committee 

9. Standards* 

a. CIP-013-1 – Cyber Security - Supply Chain Risk Management – Adopt 

b. PRC-006-3 – Automatic Underfrequency Load Shedding NPCC Regional Variance for the Quebec 
Interconnection – Adopt 

c. BAL-502-RF-03 Planning Resource Adequacy Analysis, Assessment, and Documentation – Adopt  

d. PRC-006-SERC-02 Automatic Underfrequency Load Shedding Requirements – Adopt 

e. Compliance Filing in Response to FERC Directive to Change BAL-002-2 VRFs – Approve 

f. Reaffirmation of VAR-001-4.1 and VAR-002-4 Project 2016-EPR-02 Enhanced Periodic Review of 
Voltage and Reactive Standards – Adopt 

10. Other Matters and Reports* 

a. E-ISAC Quarterly Update  ̶  Information 

i. E-ISAC Long-Term Strategic Plan Update 

b. Update of NERC Membership Roster  ̶  Information 

11. Committee Reports* 

a. Operating Committee 

b. Planning Committee  
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c. Critical Infrastructure Protection Committee 

d. Member Representatives Committee 

e. Personnel Certification Governance Committee 

f. Standards Committee 

g. Reliability Issues Steering Committee 

h. Compliance and Certification Committee 

i. Electricity Subsector Coordinating Council 

12. Forum and Group Reports* 

a. North American Energy Standards Board 

b. North American Transmission Forum 

c. North American Generator Forum 

13. Adjournment 

 

 

*Background materials included. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

Antitrust Compliance Guidelines 
 
 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 
 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 
 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 
 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

• Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

• Discussions of a participant’s marketing strategies. 

• Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

• Discussions concerning the exclusion of competitors from markets. 

• Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 
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• Any other matters that do not clearly fall within these guidelines should be reviewed with
NERC’s General Counsel before being discussed.

III. Activities That Are Permitted
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 

You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.  

In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 

No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 

Subject to the foregoing restrictions, participants in NERC activities may discuss: 

• Reliability matters relating to the bulk power system, including operation and planning matters
such as establishing or revising reliability standards, special operating procedures, operating
transfer capabilities, and plans for new facilities.

• Matters relating to the impact of reliability standards for the bulk power system on electricity
markets, and the impact of electricity market operations on the reliability of the bulk power
system.

• Proposed filings or other communications with state or federal regulatory authorities or other
governmental entities.

Matters relating to the internal governance, management and operation of NERC, such as nominations 
for vacant committee positions, budgeting and assessments, and employment matters; and procedural 
matters such as planning and scheduling meetings. 



  

 

DRAFT Minutes  
Board of Trustees 
June 8, 2017 | 2:00–3:00 p.m. Eastern 
 
Conference Call  
 
Call to Order and Chair’s Remarks  
Roy Thilly, Chair, called to order the duly noticed open meeting of the Board of Trustees (“Board”) of the 
North American Electric Reliability Corporation (“NERC”) on June 8, 2017, at 2:00 p.m. Eastern Time, and 
a quorum was declared present.  The agenda is attached as Exhibit A. 
 
Present at the meeting were:   
 
Board Members:  
Roy Thilly, Chair 
Janice B. Case 
Robert G. Clarke 
Kenneth W. DeFontes, Jr.  
Frederick W. Gorbet 
David Goulding 
George S. Hawkins 
Deborah S. Parker 
Kenneth G. Peterson 
Jan Schori  
 
Board Member Not Present: 
Gerry W. Cauley, President and Chief Executive Officer 
 
NERC Staff: 
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 
Tina Buzzard, Associate Director 
Mark G. Lauby, Senior Vice President and Chief Reliability Officer  
Sonia Mendonca, Vice President, Deputy General Counsel and Director of Enforcement 
James Merlo, Vice President and Director of Reliability Risk Management 
Janet Sena, Senior Vice President and Director of Policy and External Affairs 
Michael Walker, Senior Vice President and Chief Financial and Strategic Development Officer 
 
NERC Antitrust Compliance Guidelines  
Mr. Thilly directed the participants’ attention to the NERC Antitrust Compliance Guidelines included 
with the advance meeting materials. 
 
Chair’s Remarks 
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Mr. Thilly noted that the purpose of the meeting was to accept the 2017 State of Reliability Report and 
that the Board had the opportunity to review a draft of the Report and to submit comments in 
advance.  He thanked the NERC staff and technical committees for all of the hard work on this 
important Report.  
 
2017 State of Reliability Report 
Mr. Merlo presented the Report, noting it is an independent assessment analyzing 2016 data, and that 
the data for this Report was the largest amount ever utilized.  The Report finds there is was an 
adequate level of reliability in 2016 and sets forth various findings and recommendations.  He noted 
the Report has been revised from the draft distributed to the Board to reflect Trustee comments, and 
reviewed several specific revisions that had been made in response to those comments.   
 
The Board engaged in a general discussion of the Report, noting that it was thoroughly drafted and 
clearly presented.   Mr. Peterson suggested the recommendation on collaboration with the NATF 
should provide for follow-up reporting on those efforts.  The Board also discussed how to better 
project forward Report findings, noting that the Long Term Reliability Assessment also has that focus.  
Mr. Merlo stated that there is growing integration between the Report and the LTRA.   
 
Mr. Thilly thanked Mr. Merlo and the staff for their efforts in tightening up recommendations based on 
Trustee comments, noting the importance of those recommendations in the executive summary for 
policy makers.  
 
Upon motion duly made and seconded, the Board accepted the 2017 State of Reliability Report, 
endorsed its recommendations and approved its publication.  
 
Adjournment 
There being no further business, and upon motion duly made and seconded, the meeting was 
adjourned. 
 
Submitted by, 

 
Charles A. Berardesco 
Corporate Secretary 



 
 

 

DRAFT Minutes  
Board of Trustees 
May 11, 2017 | 8:30 a.m.–12:00 p.m. Central 
 
The Ritz-Carlton, St. Louis 
100 Carondelet Plaza 
St. Louis, MO 63105 
 
Call to Order 
Mr. Roy Thilly, Chair, called to order the duly noticed open meeting of the Board of Trustees (the “Board”) 
of the North American Electric Reliability Corporation (“NERC” or the “Corporation”) in St. Louis, Missouri, 
on May, 11, 2017, at 8:30 a.m. Central, and a quorum was declared present. The agenda is attached as 
Exhibit A.  
 
Present at the meeting were:   
 
Board Members 
Frederick W. Gorbet, Chair  
Janice B. Case  
Gerald W. Cauley, President and Chief Executive Officer 
Robert G. Clarke  
Kenneth W. DeFontes, Jr.  
David Goulding  
George S. Hawkins 
Deborah S. Parker 
Kenneth G. Peterson 
Jan Schori 
Roy Thilly 
 
NERC Staff  
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 
Tina Buzzard, Associate Director 
Howard Gugel, Senior Director of Standards 
Stan Hoptroff, Vice President, Chief Technology Officer, and Director of Information Technology 
Scott Jones, Vice President, Corporate Treasurer and Director of Finance and Administration 
Mark G. Lauby, Senior Vice President and Chief Reliability Officer    
Ken McIntyre, Vice President and Director of Standards and Compliance 
John Moura, Director of Reliability Assessment and System Analysis 
Sonia Mendonça, Vice President, Deputy General Counsel and Director of Enforcement  
James Merlo, Vice President and Director of Reliability Risk Management 
Timothy E. Roxey, Vice President and Chief E-ISAC Operations Officer 
Marcus H. Sachs, Senior Vice President and Chief Security Officer  
Janet Sena, Senior Vice President and Director of Policy and External Affairs 
 



 

Draft Minutes – Board of Trustees Meeting 2 
May 11, 2017 

Michael Walker, Senior Vice President and Chief Financial and Strategic Development Officer 
 
NERC Antitrust Compliance Guidelines  
Mr. Berardesco noted the public nature of the meeting and directed the participants’ attention to the 
NERC Antitrust Compliance Guidelines, which had been included with the advance meeting materials.  
 
Welcoming Remarks 
Mr. Thilly welcomed all of the attendees, including Warner Baxter of Ameren, John McAvoy of 
Consolidated Edison, Pat Hoffman of the Department of Energy and David Ortiz of FERC. He thanked the 
hotel and NERC staff for all of their efforts in organizing the meetings. Mr. Thilly reported that before the 
open meeting, as is its custom, the Board met in closed session with NERC management, and 
subsequently in executive session without NERC management, to review NERC management activities. 
 
Consent Agenda 
Upon motion duly made and seconded, the Board approved the consent agenda as follows: 
 
Minutes 
The draft minutes for the February 9, 2017 meeting were approved as presented to the Board at this 
meeting.  
 
Committee Membership Appointments and Charter Revisions 
 
Compliance and Certification Committee Membership  
 

RESOLVED, that the Board hereby approves the appointment of the following individuals to serve 
as Compliance and Certification Committee representatives, each for a term of three years: 

• Sylvain Clermont of Hydro-Quebec, representing Federal/Provincial Utility/Power Authority 

• Kevin Conway of Intellibind, representing Small End-Use Electricity Customer 

• Jennifer Flandermeyer of Kansas City Power and Light, representing Southwest Power Pool 
Regional Entity 

• Sylvia Parada Mitchell of Florida Power and Light Co, representing Merchant Electricity 
Generator 

Regular Agenda 
 
Remarks by Warner Baxter, Chairman, President and Chief Executive Officer, Ameren Corporation 
Mr. Baxter provided background on St. Louis and its history, noting key community attributes and how 
Ameren supports the community.  He discussed evolving technology and its importance to the St. Louis 
community.  Mr. Baxter reviewed Ameren’s support of diversity and inclusion initiatives.  He provided 
background on recent flooding and Ameren’s support of restoration efforts, stressing the importance of 
planning to prepare for such types of events.  Mr. Baxter provided an overview of Ameren’s businesses, 
focusing on transmission reliability, and discussed the vision and mission of Ameren and their importance 
to Ameren’s employees.  He noted the importance of NERC to the reliability and security of the grid, and 
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the collaborative efforts between industry and NERC.  Mr. Baxter stated his belief that the grid will only 
increase in importance as the industry transforms.   
 
Remarks by Patricia Hoffman, Acting Assistant Secretary, Department of Energy 
Ms. Hoffman discussed the importance of industry leadership, with a particular focus on resiliency.  On 
cybersecurity, DOE is focusing on information sharing and monitoring programs such as CRISP, while also 
considering a pilot program focused on operating systems.  DOE is also examining supply chain 
vulnerabilities.  Ms. Hoffman provided background on current developments in Washington, including 
congressional hearings on issues such as EMP.  She noted the executive orders that had been issued, 
including executive branch reorganization, regulatory reform and streamlining, and a review of the Clean 
Power Plan. 
 
E-ISAC Strategic Plan/Remarks by John McAvoy, Chair, E-ISAC Member Executive Committee  
Mr. Cauley introduced Mr. McAvoy, who was present in his role as chair of the E-ISAC Member Executive 
Committee (the “MEC”) and would be speaking after a presentation of the E-ISAC Strategic Plan that had 
been endorsed by the MEC.  Mr. Sachs then presented the E-ISAC Strategic Plan, referencing the detailed 
material included in the advance agenda package and the presentation at the MRC the prior day.  He 
provided background on the reasons for a long-term strategic plan for the E-ISAC and its development 
with the MEC.  He reviewed the vision, mission, values and goals set forth in the Plan, the proposed multi-
year development of information sharing, analytics and engagement, the planning and budget processes, 
and resource implications focusing on staffing, technology and facilities.  He then outlined next steps, 
which included requesting Board acceptance of the Strategic Plan, and then presentation of detailed 
resource requests with the MEC and the Board.  
 
Mr. McAvoy provided the MEC’s endorsement of the strategic plan.  He provided background on his 
various roles in the industry, and noted that security is an integral part of operations.  Mr. McAvoy 
provided an analogy to the approach in the nuclear industry for security – shared responsibilities, 
information sharing, and focus on excellence.  He noted the industry’s evolution to face the evolving 
threat environment.  Mr. McAvoy thanked the Board for its prior acceptance of MEC recommendations.  
The MEC is confident that E-ISAC can become the indispensable source for the industry, and that the 
Strategic Plan is a path to that vision.  Mr. McAvoy acknowledged the difficulty of obtaining new 
resources, but these resources are critical for future development of the E-ISAC.      
 
Mr. Cauley stated he believed in the importance of moving the E-ISAC forward as outlined in the Strategic 
Plan.  He provided two measures to evaluate if the E-ISAC is progressing:  first, can the E-ISAC use data to 
provide actionable information to the industry in a robust way; and, second, will the industry trust the E-
ISAC enough to collaborate and share information.  Mr. Cauley stated that with increased resources, the 
E-ISAC must show results.  He then moved acceptance of the Strategic Plan, noting that resource 
implications would be addressed in future budgets.  The motion was seconded.   
  
Ms. Parker stated she would abstain, given her recent addition to the Board and her lack of understanding 
of the business case at this point.  Mr. Thilly noted that while the Board had agreed, when the MEC was 
formed, to generally defer to the MEC on resource recommendations, but that such deferral was subject 
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to the Board’s duties.  In his view, if the Board accepts the Plan, it will need to support future funding, if 
the activities under the Plan are progressing and enhancing the E-ISAC’s value to industry.   
 
After discussion, the following resolution was approved, with one abstention:   
 

RESOLVED, that the Board of Trustees hereby accepts the E-ISAC Long-Term Strategic Plan, as 
presented to the Board at this meeting.  

 
President’s Report 
Mr. Cauley provided his report, beginning by referencing the modest growth budget that will be 
proposed, but noting that there will be a separate E-ISAC funding proposal, which will be relatively 
modest for the first year, but show additional growth over a multi-year period.  He requested stakeholder 
feedback on the E-ISAC proposal – e.g., is it sufficiently clear what is going to be accomplished?  
 
Mr. Cauley then turned to the development of a longer-term NERC strategic plan – the intent is to show 
how NERC will address the changing industry environment.  The plan should contemplate a continued 
evaluation of existing reliability standards and full implementation of risk based CMEP.  Assessments 
should become more focused and actionable.  There will be a continued focus on cyber and physical 
security.  There will also need to be a focus on enhancing ERO Enterprise productivity.  Management 
intends to provide the plan for Board acceptance at the November meeting, which will allow for 
significant stakeholder input.   
 
Mr. Cauley introduced Lane Lanford, representing the Regional Entity executives, who reported on key 
focus areas, including the continued enhancement of the three-year operational plan and focus on 
consistency.  
 
Report on Board of Trustees and Regional Board Officer Joint Meeting 
Mr. Thilly reported on the joint Board/Regional Board office meetings, noting the importance of the 
meetings to enhance communications.  There was a focus on continuing efforts on consistency and the 
development of operational and strategic plans. 
 
Report on Board of Trustees April 18 and May, 9, 2017 Closed Sessions 
Mr. Thilly reported on the closed sessions.  The April meeting was focused on NERC’s business continuity 
plan, with Messrs. Goulding and DeFontes taking the lead on behalf of the Board to review NERC’s plans 
and procedures.  Mr. DeFontes commented on the strong management presentations and robust 
approach, and Mr. Goulding expressed his appreciation for the management’s attention to this issue.  At 
its May meeting, the Board focused on initial review of NERC’s longer-term strategic plan.  Mr. Thilly 
specifically requested that stakeholders provide feedback on the plan as it is posted for comment, and 
urged that such comments be as specific as possible, note areas that are not covered, and suggest 
priorities as appropriate.     
 
Board Committee Reports 
Mr. Thilly noted that the Committee Chairs had provided reports at the MRC meeting, and suggested the 
reports focus on action items.  
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Corporate Governance and Human Resources Committee 
Mr. Clarke, Committee Chair, noted the Committee was recommending amendments to the NERC 
Governance Guidelines and the Employee Savings Plan.  Upon motion duly made and seconded, the 
following resolutions were approved: 
 

Governance Guidelines 
 
RESOLVED, that the Board of Trustees, upon recommendation of the Corporate Governance and 
Human Resources Committee, hereby approves the proposed amendments to the NERC 
Governance Guidelines, as presented to the Board at this meeting.  
 
Employee Savings Plan 
 
RESOLVED, that the Board of Trustees, upon recommendation of the Corporate Governance and 
Human Resources Committee, hereby approves the proposed amendments to the Employee 
Savings Plan, as presented to the Board at this meeting.  
 

Compliance Committee 
Ms. Case, Committee Chair, noted she had provided a comprehensive report at the MRC meeting.  
 
Finance and Audit Committee 
Ms. Schori, Committee Chair, stated the Committee had two actions items for the Board – acceptance of 
the 2016 Audited Financial Statements and acceptance of the First Quarter 2017 Unaudited Statement of 
Activities.  Upon motion duly made and seconded, the following resolutions were approved:  
 

2016 Audit Financial Statements 
 
RESOLVED, that the Board, upon recommendation of the Finance and Audit Committee, hereby 
accepts the 2016 Audited Financial Statements, as presented to the Board at this meeting. 
 
First Quarter 2017 Unaudited Statement of Activities 
 
RESOLVED, that the Board, upon recommendation of the Finance and Audit Committee, hereby 
accepts the NERC First Quarter 2017 Unaudited Statement of Activities, as presented to the Board 
at this meeting. 

 
Enterprise-wide Risk Committee 
Mr. Goulding, Committee Chair, summarized the recent meeting of the Committee, including the review 
of progress on audits and other activities, an update on the five year audit plan for the Regional Entities, 
mitigation of key business risks, including the business continuity plan, and a CCC update.    
 
Standards Oversight and Technology Committee 
Mr. Peterson, Committee Chair, noted there were no action items.  He commented on the Committee’s 
dual role in standards and technology.  Mr. Peterson cited the progress on IT implementations, 
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emphasizing the efforts focused on registered entities and new CMEP technology, emphasizing the need 
for new CMEP tools.  He reported on the progress of the supply chain standard and the upcoming posting 
of implementation guidance with the next draft of the standard.  
 
Nominating Committee 
Mr. Gorbet reported on the commencement of work by the Committee, including the engagement of a 
recruiting firm and development of a position description.  
 
Standards 
Mr. Gugel presented on the following Reliability Standards related project.  After discussion, and upon 
motions duly made and seconded, the Board approved the following resolutions:  
 
WECC Reliability Standards Development Procedures 

 
RESOLVED, that the Board hereby approves the proposed Western Electricity Coordinating Council 
Reliability Standards Development Procedures Revisions, as presented to the Board at this 
meeting. 
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolution 

 
Other Matters and Reports 
 
Sections 600 and 900 of the Rules of Procedure Amendments  
Mr. Gugel summarized the proposed amendments to the provisions of the Rules of Procedure for system 
operator certification and continuing education, noting this was part of a larger project to update the 
Rules of Procedure.  He summarized all comments and responses.  Mr. Cauley stated he supported the 
changes, but also suggested that Mr. Berardesco lead an update review of the overall operator 
certification program to provide assurance it was meeting all legal requirements.  After discussion, and 
upon motion duly made and seconded, the following resolutions were approved: 
 

RESOLVED, that the Board of Trustees hereby approves the proposed amendments to Sections 
600 and 900 of the NERC Rules of Procedure, as presented to the Board at this meeting.  
 
FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings 
with ERO governmental authorities and take such further actions and make such further filings as 
are necessary and appropriate to effectuate the intent of the foregoing resolution. 

 
2017 Summer Reliability Assessment 
Ms. Moura provided an update on the Summer Assessment report, referencing the material included in 
the advance agenda package.  He reviewed key findings, including resource adequacy, management of 
renewables in over-supply conditions, the Aliso Canyon outage, solar inverter dynamics and disturbance 
performance, and the 2017 solar eclipse.  Mr. Moura summarized the schedule for finalizing the report 
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and publication, noting that the Board had delegated approval of the final report to the Chief Executive 
Officer.   
 
2017 State of Reliability 
Mr. Merlo provided an overview of the State of Reliability report, referencing the material included in the 
advance agenda package.  He noted that data collection was complete, and that this report would include 
more data than any previous report.  Mr. Merlo summarized several different findings, including the 
continued decline in misoperations rates.  The final report will be submitted to the Board for acceptance 
in June.   
 
Mexico Update   
Ms. Sena reviewed current activities with Mexico, including the execution of bilateral principles in 
January, execution of a Memorandum of Understanding in March, continued progress on a memorandum 
of agreement for WECC, and the upcoming meetings later this month.  A joint Mexico/NERC steering 
committee has been formed, with the initial focus areas to be standards, reliability assessments, cyber 
security, governance and funding.  Mr. Cauley noted that the Mexican authorities are very enthusiastic 
and want to move ahead quickly, but all parties need to be cognizant of the requirements of the Mexican 
statutory regime.  It will likely be a multi-year effort to integrate Mexico into the NERC framework. 
 
E-ISAC Quarterly Update 
Mr. Sachs presented the quarterly E-ISAC update, referencing the materials included in the advance 
agenda package, including various statistics, advisories and reports, a technology update, and a staffing 
update.  He summarized several significant activities, including the E-ISAC strategic plan, GridEx IV, and 
the evolving relationship with the downstream natural gas ISAC.   
 
Committee Reports 
Representatives of the Standing Committees provided reports to the Board highlighting items from their 
written reports, which had been included with the advance meeting materials.  
 
Operating Committee 
Jim Case, Committee Chair, referenced the written report.  He expressed appreciation to the Board for 
their support of the Committee and attendance at meetings.  Mr. Case noted specific Committee efforts 
such as issuing new and revised operating guidelines, working on the inverter issues with NERC staff, 
support of GridEx IV and industry outreach.  Mr. Gorbet thanked the Committee for their industry 
outreach efforts.   
 
Planning Committee 
Brian Evans-Mongeon, Committee Vice Chair, referenced the written report, and summarized key 
activities, including support of the State of Reliability and Summer Assessment reports, single point of 
disruption report, work on essential reliability services and distributed energy resources, and outreach to 
regulators.   
 
Critical Infrastructure Protection Committee 
Marc Child, Committee Chair, summarized and highlighted portions of the written report, and thanked 
Mr. Lauby for attending the Committee’s recent meeting.   
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Member Representatives Committee 
Jason Marshall, MRC Vice Chair, summarized the issues that had been discussed at the MRC meeting on 
the previous day.  
 
Personnel Certification Governance Committee 
Brett Hallborg, Committee Chair, referenced the written report, highlighting key activities, including 
updating of exams, an enhanced database and a new strategic plan.  He indicated his support of the 
proposed outside legal review of the overall operator certification program.  
 
Standards Committee 
Brian Murphy, Committee Chair, noted that the written report had been reviewed the prior day.  He 
affirmed the comments from the prior day about progress on the cyber security supply chain standard.  
 
Reliability Issues Steering Committee 
Nelson Peeler, Committee Vice Chair, referenced the written report and noted the detailed discussion the 
prior day.  Mr. Thilly thanked the Committee for their recent leadership summit.   
 
Compliance and Certification Committee 
Patti Metro, Committee Chair, referenced the written report and noted the detailed discussions the prior 
day, including discussions on consistency efforts.  She noted the Committee is working with NERC staff on 
entity registration and audits of the Regional Entities under the delegation agreements.   
 
Electricity Subsector Coordinating Council 
Mr. Cauley reported that the ESCC would be meeting in June with the new administration officials.  
 
Forum and Group Reports 
 
North American Energy Standards Board (NAESB) 
Jonathan Booe, NAESB General Counsel, referenced the written report, noting the filing of the time error 
correction standard. He thanked NERC staff for their coordination with NAESB.   
 
North American Transmission Forum 
Tom Galloway, Forum CEO, referenced the written report and highlighted key focus areas and how they 
align with the RISC report.  He thanked the NERC Board for their engagement with the Forum.   
 
North American Generator Forum 
Allen Shriver, Forum COO, noted a recent meeting with FERC staff on emerging reliability issues.  
 
Closing Remarks 
Mr. Thilly thanked the staff for their support at this meeting, in particular Wanda Peoples  
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Adjournment 
There being no further business, and upon motion duly made and seconded, the meeting was adjourned.  
 
Submitted by, 

 
Charles A. Berardesco 
Corporate Secretary 



 
 

 

Agenda 
Board of Trustees  
May 11, 2017 | 8:30 a.m.–12:00 p.m. Central 
 
The Ritz-Carlton, St. Louis 
100 Carondelet Plaza 
St. Louis, MO 63105 
 
Conference Room: Ritz-Carlton Ballroom (Lobby Level) 
 
Call to Order 
 
NERC Antitrust Compliance Guidelines—Public Announcement 
 
Introductions and Chair’s Remarks  
 
Consent Agenda - Approve 

1. Minutes*  

a. February 9, 2017 Meeting 

2. Committee Membership and Charter Changes* 

a. Compliance and Certification Committee Membership 
 
Regular Agenda 

3. Remarks and Reports 

a. Welcome Remarks -  Warner Baxter, Chairman, President and Chief Executive Officer, Ameren 
Corporation 

b. Remarks by Patricia Hoffman, Acting Assistant Secretary, DOE 

c. Remarks by Murray Doehler, Chair, CAMPUT 

d. John McAvoy, Chair, E-ISAC Member Executive Committee 

e. President’s Report 
4. Report on Board of Trustees and Regional Board Officers Joint Meeting – Information  
5. Report on Board of Trustees April 18 and May 9, 2017 Closed Sessions – Information 

6. Board Committee Reports 

a. Corporate Governance and Human Resources 

b. Compliance 

c. Finance and Audit 

i. 2016 Audited Financial Statement: Review Audit Findings and Recommendations  ̶  Accept 
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ii. First Quarter 2017 Unaudited Statement of Activities  ̶  Accept 

d. Enterprise-wide Risk 

e. Standards Oversight and Technology 

f. Nominating Committee 

7. Standards* 

a. WECC Reliability Standards Development Procedures  ̶  Approve 

8. Other Matters and Reports* 

a. Sections 600 and 900 of the Rules of Procedure Amendments  ̶  Approve 

b. 2017 Summer Reliability Assessment  ̶  Update 

c. 2017 State of Reliability  ̶  Update 

d. Mexico Update and Next Steps 2017/2018  ̶  Update 

e. E-ISAC Quarterly Update  ̶  Information 

i. E-ISAC Long-Term Strategic Plan  ̶  Acceptance 

9. Committee Reports* 

a. Operating Committee 

b. Planning Committee  

c. Critical Infrastructure Protection Committee 

d. Member Representatives Committee 

e. Personnel Certification Governance Committee 

f. Standards Committee 

g. Reliability Issues Steering Committee 

h. Compliance and Certification Committee 

i. Electricity Subsector Coordinating Council  

10. Forum and Group Reports* 

a. North American Energy Standards Board 

b. North American Transmission Forum 

c. North American Generator Forum 

11. Adjournment 

 

 

*Background materials included. 



Agenda Item 2a 
Board of Trustees Meeting 
August 10, 2017 

 
Operating Committee Membership 

 
Action 
Approve the following Operating Committee membership appointments and changes for a term 
of two years. 
 
Operating Committee Annual Election Results — 2017-2019 Term 
 

Sector Elected Members Company 

1. Investor-Owned Utility  Gerry Beckerle Ameren 

2. State/Municipal Utility Doug Peterchuck  Omaha Public Power District 

3. Cooperative Utility Keith Carman Tri-State G&T 

4. Federal or Provincial 
Utility/Federal Power 
Marketing Administration 

Meg Albright Bonneville Power 
Administration 

Canadian: Stephane 
Desbiens 

Hydro-Quebec TransEnergie 

Canadian: Jason Boniface Hydro-One 
5. Transmission Dependent 

Utility 
John Stephens City Utilities of Springfield 

6. Merchant Electricity 
Generator 

James Fletcher American Electric Power 

7. Electricity Marketer None  

8. Large End-Use Electricity 
Customer 

Kevin Conway Intellibind Technologies 

9. Small End-Use Electricity 
Customer 

Robert Blohm Keen Resources 

10. Independent System 
Operator/Regional 
Transmission Organization 

Eric Schmitt CAISO 

12. State Government Patricia Poli Michigan Public Service 
Commission 

Chairman Lloyd Linke Western Area Power 
Administration 

Vice Chairman Dave Zwergel MISO 
 



Agenda Item 2b 
Board of Trustees Meeting 
August 10, 2017 

 
Planning Committee Membership 

 
Action 
Approve the following Planning Committee membership appointments and changes for a term 
of two years. 
 
Planning Committee Annual Election Results — 2017-2019 Term 
 

Sector Elected Members Company 

1. Investor-Owned Utility  Katy Onnen Kansas City Power and Light 

2. State/Municipal Utility Kenneth Stone Braintree Electric Light 
Department 

3. Cooperative Utility Paul McCurley NRECA 

4. Federal or Provincial 
Utility/Federal Power 
Marketing Administration 

Robert Reinmuller Hydro One 
Gayle Nansel Western Area Power 

Administration 
5. Transmission Dependent 

Utility 
Carl Turner Florida Municipal Power 

Agency 

6. Merchant Electricity 
Generator 

Matthew Luther NRG Energy 

7. Electricity Marketer Kim Adelberg Southern Company Services 

8. Large End-Use Electricity 
Customer 

*  

9. Small End-Use Electricity 
Customer 

Darryl Lawrence Pennsylvania Office of 
Consumer Advocate 

10. Independent System 
Operator/Regional 
Transmission Organization 

Jeff Billo ERCOT 

12. State Government Christine Ericson Illinois Commerce Commission 

Chairman Brian Evans-Mongeon  Utility Services Inc.  

Vice Chairman Noman Williams  Gridliance 
 
*There were no candidates at the close of the nomination period. PC Leadership is working with sector members to identify 

possible candidates.   



Agenda Item 2c 
Board of Trustees Meeting 
August 10, 2017 

 
Compliance and Certification Committee Membership 

 
Action 
Approve 
 
Background 
The Compliance and Certification Committee (CCC) is recommending that the Board of Trustees 
(Board) approve the following appointment of a new CCC representative for ReliabilityFirst. All 
appointments are for a three-year term effective upon the date of Board approval. 

• Yee Chou, American Electric Power 
 



Agenda Item 2d 
Board of Trustees 
August 10, 2017 

 
Critical Infrastructure Protection Committee Membership 

 
Action 
Approve 
 
Background 
The Critical Infrastructure Protection Committee (CIPC) is recommending that the Board of 
Trustees approve the following appointment to replace the CIPC representative for Florida 
Reliability Coordinating Council for a two-year term. 

• Pat Boody, Tampa Electric Company, replacing Paul McClay, Tampa Electric Company  
 



Agenda Item 3 
Board of Trustees Meeting 
August 10, 2017 

 
Proposed Amendments to the Amended and Restated Delegation Agreement with 

Southwest Power Pool, Inc. 
Amended Southwest Power Pool, Inc. Bylaws 

 
Action 
Approve  
 
Background 
Southwest Power Pool, Inc. (“SPP”) has requested that the NERC Board of Trustees (“NERC 
Board”) approve amendments to the Amended and Restated Delegation Agreement between 
NERC and SPP, consisting of amendments to the SPP Bylaws.  The proposed amendments to the 
SPP Bylaws reflect changes to the Regional Entity General Manager title from “General 
Manager” to “President,” and adds a Regional Entity Trustee Vice Chair position.  
Corresponding revisions were also made to the SPP Bylaws’ table of contents.  SPP functions as 
both a Regional Entity and Regional Transmission Organization.  SPP’s Bylaws contain provisions 
that are specific to each function, having independent Regional Entity Trustees and Board of 
Directors, respectively.  The proposed amendments contained herein are specific to SPP’s 
Regional Entity function. 
 
After NERC Board approval, NERC will file the proposed amendments with FERC and seek 
approval of the revisions to SPP’s Bylaws.  Once approved by FERC, NERC will post the revised 
SPP Bylaws on its website.  A redlined version of the proposed amendments is attached as 
Exhibit A. 
 
Discussion 
On April 25, 2017, SPP’s Membership approved the proposed amendments to the SPP Bylaws 
table of contents as well as to sections 9.2 (Regional Entity Staff), 9.3 (RE President), 9.7.1(a) 
(Functions and Duties of the Regional Entity Trustees), 9.7.6 (Meetings and Notice of Meetings), 
9.7.7 (Chair), and 9.7.10 (Executive Session).  SPP’s Board of Directors also approved, as part of 
its consent agenda, proposed amendments to SPP Bylaws sections 3.1 (Structure) and 3.3.2 
(Terms); however, these sections do not impact SPP’s Regional Entity function and do not 
require NERC Board approval.   
 
The proposed amendments affecting SPP’s Regional Entity function include changes to the 
Regional Entity General Manager title from “General Manager” to “President,” and the addition 
of a Vice Chair position to SPP’s Regional Entity Trustees.  The title change provides a more 
appropriate and indicative title for the particular position and is in alignment with 
corresponding positions at the other Regional Entities.  The new Vice Chair position allows for a 
more consistent transition in the event the Regional Entity Trustees Chair is unable to complete 
his/her duties.  The current SPP Bylaws do not provide for Regional Entity Trustee election of a 
Vice Chair—only for a Chair—and therefore, the proposed revisions provide for electing a Vice 
Chair and specifies the circumstances when the Vice Chair shall act for the Chair.  A description 
of the proposed amendments follows. 
 
SPP proposes to amend Sections 9.2, 9.3, and 9.7.1(a) to change the Regional Entity “General 
Manager” title to the Regional Entity “President.” 



 
SPP also proposes to amend Sections 9.7.6 and 9.7.10 to use the defined term of “Chair” 
instead of “chair” for consistency and completeness purposes. 
 
SPP also proposes to amend Section 9.7.7 to add a Vice Chair position in addition to the Chair of 
the Regional Entity Trustees whom will serve a two-year term.  The Vice Chair will act for the 
Chair: (i) at the Chair’s request, (ii) in the event the Chair is incapacitated or unable to discharge 
his/her duties, or (iii) if the Chair becomes vacant in between regularly scheduled Regional 
Entity Trustee meetings. 
 
There are no proposed amendments to any other portions of the SPP Amended and Restated 
Delegation Agreement; therefore, only the redlined version of the proposed amendments to 
the SPP Bylaws is being provided with this agenda item.  NERC Board approval of the 
amendments to the SPP Bylaws will also constitute approval of amendments to the SPP Bylaws 
as a “Regional Entity Rule.”  The proposed amendments to the SPP Bylaws have received the 
necessary approvals from the SPP Corporate Governance Committee on February 16, 2017 and 
the SPP Membership on April 25, 2017.  The amended SPP Bylaws continue to meet the five 
governance criteria specified in Exhibit B of the Amended and Restated Delegation Agreement. 
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Southwest Power Pool Bylaws 

Table of Contents 

 

1.0 Definitions 

2.0 Membership 

 2.1 Qualifications 

 2.2 Applications 

 2.3 Member Responsibilities and Obligations 

 2.4 Termination, Removal and Reinstatement 

 2.5 Participation in Regional Entity Activities 

3.0 Organizational Administration 

 3.1 Structure 

 3.2 Attendance and Proxy 

 3.3 Leadership 

  3.3.1 Appointment 

  3.3.2 Terms 

  3.3.3. Vacancies 

 3.4 Executive Authority 

 3.5 Meetings 

 3.6 Order of Business 

 3.7 Expenses 

 3.8 Quorum 

 3.9 Voting 

  3.9.1. Markets and Operations Policy Committee and Membership 

  3.9.2 Organizational Groups and Task Forces 

 3.10 Appeal 

 3.11 Staff Independence and Support 

 3.12 Publications and Data Bases 

 3.13 Dispute Resolution 

  3.13.1 Instigation 

  3.13.2 Dispute Resolution Process 
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  3.13.3 Resolution Procedures 

  3.13.4 Expenses 

  3.13.5 Liability 

 3.14 Meeting of Members 

 3.15 Liability, Insurance and Indemnification 

  3.15.1 Waiver of Liability 

  3.15.2 Insurance 

  3.15.3 Indemnification of Directors, Officers, Agents and Employees 

  3.15.4 Limitations 

  3.15.5 Modification of Rights by Agreement 

  3.15.6 Procedural Rights Not Affected 

 3.16 Compliance with Membership Requirements  

 3.17 Market Monitoring 

4.0 Board Of Directors 

 4.1 Duties 

 4.2 Composition and Qualifications 

  4.2.1 Composition 

  4.2.2 Qualifications 

  4.2.3 Conflicts of Interest 

 4.3 Term and Election 

 4.4 Resignation and Removal of Directors 

 4.5 Vacancies 

 4.6 Functioning of the Board of Directors 

  4.6.1 Meetings and Notice of Meetings 

  4.6.2 Chair and Vice Chair; Election and Terms 

  4.6.3 Quorum and Voting 

  4.6.4 Compensation of Directors 

  4.6.5 Executive Session 

5.0 Committees Advising The Board Of Directors 

 5.1 Members Committee 

  5.1.1 Composition and Qualifications 
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  5.1.2 Term and Election 

  5.1.3 Resignation and Removal of Members Committee Representatives 

  5.1.4 Vacancies 

  5.1.5 Meetings 

6.0 Committees Reporting To The Board Of Directors 

 6.1 Markets and Operations Policy Committee 

 6.2 Strategic Planning Committee 

 6.3 Human Resources Committee 

 6.4 Oversight Committee 

 6.5 Finance Committee 

 6.6 Corporate Governance Committee 

7.0 Regulatory Involvement And Regional State Committee 

 7.1 Retention of State Regulatory Jurisdiction 

 7.2 Regional State Committee 

 7.3 Retention of Other Regulatory Jurisdiction 

8.0 Fiscal Administration 

 8.1 Operating Budget 

 8.2 Annual Membership Fee 

 8.3 ERO and Regional Entity Costs 

 8.4 Monthly Assessments 

 8.5 Fiscal Agent 

 8.6 Auditors 

 8.7 Financial Obligation of Withdrawing Members 

  8.7.1 Existing Obligations 

  8.7.2 Computation of a Member’s Existing Obligations 

  8.7.3 Financial Obligations for Transmission Facilities 

  8.7.4 Penalty Costs 

9.0 Regional Entity Function 

 9.1 Regional Entity 

 9.2 Regional Entity Staff 

 9.3  RE General ManagerPresident 
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 9.4  Duties of Regional Entity Staff 

 9.5  Regional Reliability Standards Setting 

 9.6 Compliance Monitoring and Enforcement Program 

 9.7  Regional Entity Trustees 

  9.7.1  Functions and Duties of the Regional Entity Trustees 

  9.7.2  Composition and Qualifications 

   9.7.2.1  Composition 

   9.7.2.2  Qualifications 

   9.7.2.3  Conflicts of Interest 

  9.7.3  Term and Election 

  9.7.4  Resignation and Removal of Regional Entity Trustees 

  9.7.5 Vacancies 

  9.7.6  Meetings and Notice of Meetings 

  9.7.7  Chair 

  9.7.8  Quorum and Voting 

  9.7.9  Compensation of Regional Entity Trustees 

  9.7.10  Executive Session 

10.0 Amendments To These Bylaws, The Articles of Incorporation, and Membership 

 Agreement 

11.0 Effective Date and Transition Provisions 
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9.2 Regional Entity Staff 

The Regional Entity Trustees will oversee staffing requirements for the SPP 

Regional Entity. All SPP Regional Entity staff shall report through the Regional Entity 

(RE) General ManagerPresident to the Trustees. 
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9.3  RE General ManagerPresident 

The RE General ManagerPresident shall be selected by and report to the SPP 

Regional Entity Trustees, and will provide leadership and vision, oversee the execution of 

RE strategic direction, and direct the day-to-day operations of the RE. The RE General 

ManagerPresident shall carry out the rights, duties and obligations of the SPP RE 

pursuant to the authority granted by these Bylaws, the Regional Entity Trustees, and SPP 

corporate policies.  The RE General ManagerPresident’s responsibilities shall include but 

are not limited to: 

(a) Providing guidance and oversight of the execution of the performance of 

delegated statutory functions from the ERO; 

(b) Developing and managing an appropriate organizational structure and 

staffing levels to accomplish the RE functions; 

(c) Developing an annual RE business plan and budget for RE Trustee, NERC 

and FERC approval; 

(d) Providing sound fiscal management;  

(e) Ensuring compliance with SPP’s Bylaws and Regional Entity Delegation 

Agreement, as well as other applicable federal, state, and local laws; and 

(f) Interfacing with SPP members and stakeholders, federal and state 

regulators, other Regional Entities, and NERC on matters related to the 

reliability of the bulk power system. 

The President shall ensure that the  RE General ManagerPresident has adequate 

resources, access to information, and the full cooperation of Staff and Organizational 

Groups for the effective execution of his/her duties. 
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9.7  Regional Entity Trustees 

9.7.1 Functions and Duties of the Regional Entity Trustees 

The Regional Entity Trustees shall at all times act in the best interests of SPP’s 

role as the SPP Regional Entity in its management, control, and direction of the general 

business of the Regional Entity functions. In reaching any decision and in considering the 

recommendations of an appropriate entity, the Regional Entity Trustees shall abide by the 

principles in these Bylaws. Its duties shall include, but are not limited to oversight of the 

following: 

(a) Select, oversee and review the performance of the SPP RE General 

ManagerPresident in carrying out the statutory functions and duties as 

defined in the Delegation Agreement between ERO and SPP; 

(b) Approve the annual RE business plan and budget; 

(c) Perform function assigned by the SPP Compliance Monitoring and 

Enforcement Program; 

(d) Track and review Regional Standards from MOPC for submission to the 

ERO and FERC for approval and implementation. 

(e) Complete a self-assessment annually to determine how effectively the 

Regional Entity Trustees are meeting their responsibilities; and 

(f) Provide an annual report to the Board of Directors regarding the 

effectiveness of the Regional Entity function and processes. 

9.7.2 Composition and Qualifications 

9.7.2.1 Composition 

The Regional Entity Trustees shall consist of up to four (4) persons, but no 

less than three (3) persons. The trustees shall be independent of the SPP Board of 

Directors, any Member, industry stakeholder, or SPP organizational group. 

Regional Entity Trustees do not serve as members of the SPP Board of Directors. 

A trustee shall not be limited in the number of terms he/she may serve. 

9.7.2.2 Qualifications 
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Regional Entity Trustees shall have relevant senior management expertise 

and experience in the reliable operation of the bulk electric transmission system in 

North America. 

9.7.2.3 Conflicts of Interest 

Regional Entity Trustees shall not be a director, officer, or employee of, 

and shall have no direct business relationship, financial interest in, or other 

affiliation with, a Member, a customer of services provided by SPP, or a 

Registered Entity in the SPP footprint. Trustees may invest in accordance with the 

SPP Standards of Conduct. Participation in a pension plan of a Member, 

customer, or Registered Entity in the SPP footprint shall not be deemed to be a 

direct financial benefit if the Member’s, customer’s, or Registered Entity’s 

financial performance has no material effect on such pension plan. 

9.7.3 Term and Election 

Regional Entity Trustees shall be elected at the meeting of Members to a three-

year term commencing upon election and continuing until his/her duly elected successor 

takes office. The election process shall be as follows:  

(a) At least 90 calendar days prior to the meeting of Members when election 

of a new trustee is required, the Corporate Governance Committee shall 

commence the process to nominate persons for the position to be elected; 

(b) At least 45 calendar days prior to the meeting of Members, the Corporate 

Governance Committee shall determine the person it nominates for 

election as a trustee, specifying the nominee for any vacancy to be filled. 

The Corporate Secretary shall prepare the ballot accordingly, leaving 

space for additional names, and shall deliver same to Members at least 30 

calendar days prior to the meeting of Members; 

(c) For purposes of electing or removing trustees only, only Members that are 

Registered Entities in the SPP Regional Entity footprint shall be 

considered a Member, and Members with Affiliate Relationships shall be 

considered a single Member; 

(d) Any additional nominee(s) may be added to the ballot if a petition is 

received by the Corporate Secretary at least 15 calendar days prior to the 
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meeting of Members and evidencing support of at least 20 percent of the 

existing Members; and 

(e) 1) If only one candidate is nominated for a seat, each Member shall be 

entitled to cast a vote for or against the nominee. The votes will be 

calculated in accordance with Section 3.9 Voting of these Bylaws, which 

requires a super majority.  In the event a trustee position is not filled the 

Corporate Governance Committee will determine a new nominee for 

recommendation for election by the Members at a special meeting of 

Members to be held but no later than the next regular Board of 

Directors/Members Committee meeting; 

2) If multiple candidates are nominated for a seat, each Member shall be 

entitled to cast a vote for only one nominee, but may vote against each 

candidate.  The votes will be calculated in accordance with Section 3.9 

Voting of these Bylaws, with the exception that a simple majority of votes 

cast will determine which nominee is elected.  In the event a trustee 

position is not filled, the Corporate Governance Committee will determine 

a new nominee for recommendation for election by the Members at a 

special meeting of Members to be held no later than the next regular 

Board of Directors/Members Committee meeting. 

9.7.4 Resignation and Removal of Regional Entity Trustees 

Any Regional Entity Trustee may resign by written notice to the President noting 

the effective date of the resignation. The Members may remove a trustee with cause in 

accordance with Section 3.9 Voting of these Bylaws. Removal proceedings may only be 

initiated by a petition signed by not less than twenty percent of the Members. The petition 

shall state the specific grounds for removal and shall specify whether the removal vote is 

to be taken at a special meeting of Members or at the next regular meeting of Members. 

A trustee who is the subject of removal proceedings shall be given fifteen days to respond 

to the Member petition in writing to the President. 

9.7.5 Vacancies 

If a vacancy occurs, the Corporate Governance Committee will present a nominee 

to the Members for consideration and election to fill the vacancy for the unexpired term 



Governing Documents Tariff --> Bylaws, First Revised Volume No. 4 --> Bylaws 9.0 Regional Entity Function --> Bylaws 9.7 
Regional Entity Trustees 

Effective Date: 1/29/2016 - Docket #: ER16-430-000 - Page 4 

at a special meeting of Members following 30 calendar days notice from the corporate 

Secretary.  The election will be held in accordance with Section 9.7.3 Term and Election 

of these Bylaws. The replacement trustee shall take office immediately upon election. 

9.7.6 Meetings and Notice of Meetings 

Regular Regional Entity Trustees’ meetings will be scheduled in conjunction with 

the regularly scheduled SPP Board of Directors meetings, provided the meeting schedule 

may be adjusted for good cause and with sufficient notice, and additionally upon the call 

of the cChair or upon concurrence of at least a majority of trustees.  Except as otherwise 

provided in these Bylaws, all meetings will be open to any interested party.  At least 

fifteen days' written notice shall be given by the cChair to each trustee, the Board of 

Directors, and the Members Committee of the date, time, place and purpose of a meeting, 

unless such notice is waived by the trustees. Telephone conference meetings may be 

called as appropriate by the cChair with at least one-day prior notice. The cChair shall 

grant any party’s request to address the Regional Entity Trustees. 

9.7.7 Chair and Vice Chair 

The Regional Entity Trustees shall elect from its membership a cChair and Vice 

Chair for a two-year terms commencing upon election and continuing until the 

chair’stheir duly elected successors takes office or until the chair’stheir term as a trustee 

expires without re-election. The panel may elect to rotate the cChair position to the senior 

member of the panel when the initial, or subsequent, cChair’s term expires.  The Vice 

Chair shall act for the Chair: 

(a) at the request of the Chair; 

(b) in the event the Chair should become incapacitated and unable to 

discharge the functions of the position; or 

(c) if the position of Chair becomes vacant, until the  next regularly scheduled 

meeting of the Regional Entity Trustees, at which meeting a new Chair 

shall be elected by the Regional Entity Trustees to fill the vacancy.  The 

Chair shall appoint a trustee to fill a vacant Vice Chair position until the 

next meeting of the Regional Entity Trustees, at which meeting a new 

Vice Chair shall be elected by the Regional Entity Trustees to fill the 

vacancy. 
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9.7.8 Quorum and Voting 

A majority of the trustees shall constitute a quorum of the Regional Entity 

Trustees necessary for a binding vote. Decisions of the Regional Entity Trustees require a 

simple majority vote. Trustees must be present at a meeting to vote; no votes by proxy 

are permitted. All Regional Entity Trustee decisions regarding the Regional Entity are 

final except as subject to oversight by the ERO and FERC. 

9.7.9 Compensation of Regional Entity Trustees 

Regional Entity Trustees shall receive compensation as recommended by the 

Corporate Governance Committee, and approved by the Members that are Registered 

Entities in the SPP Regional Entity footprint, submitted for approval as part of the ERO 

budget process. Trustees shall be reimbursed for actual expenses reasonably incurred or 

accrued in the performance of their duties. 

9.7.10 Executive Session 

Executive sessions (open only to Trustees and parties invited by the cChair of the 

Regional Entity Trustees) shall be held as necessary upon agreement of the Regional 

Entity Trustees to safeguard confidentiality of sensitive information regarding employee, 

financial or legal matters, or confidential information related to compliance matters. 
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9.2 Regional Entity Staff 

The Regional Entity Trustees will oversee staffing requirements for the SPP 

Regional Entity. All SPP Regional Entity staff shall report through the Regional Entity 

(RE) General ManagerPresident to the Trustees. 
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9.3  RE General ManagerPresident 

The RE General ManagerPresident shall be selected by and report to the SPP 

Regional Entity Trustees, and will provide leadership and vision, oversee the execution of 

RE strategic direction, and direct the day-to-day operations of the RE. The RE General 

ManagerPresident shall carry out the rights, duties and obligations of the SPP RE 

pursuant to the authority granted by these Bylaws, the Regional Entity Trustees, and SPP 

corporate policies.  The RE General ManagerPresident’s responsibilities shall include but 

are not limited to: 

(a) Providing guidance and oversight of the execution of the performance of 

delegated statutory functions from the ERO; 

(b) Developing and managing an appropriate organizational structure and 

staffing levels to accomplish the RE functions; 

(c) Developing an annual RE business plan and budget for RE Trustee, NERC 

and FERC approval; 

(d) Providing sound fiscal management;  

(e) Ensuring compliance with SPP’s Bylaws and Regional Entity Delegation 

Agreement, as well as other applicable federal, state, and local laws; and 

(f) Interfacing with SPP members and stakeholders, federal and state 

regulators, other Regional Entities, and NERC on matters related to the 

reliability of the bulk power system. 

The President shall ensure that the  RE General ManagerPresident has adequate 

resources, access to information, and the full cooperation of Staff and Organizational 

Groups for the effective execution of his/her duties. 
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9.7  Regional Entity Trustees 

9.7.1 Functions and Duties of the Regional Entity Trustees 

The Regional Entity Trustees shall at all times act in the best interests of SPP’s 

role as the SPP Regional Entity in its management, control, and direction of the general 

business of the Regional Entity functions. In reaching any decision and in considering the 

recommendations of an appropriate entity, the Regional Entity Trustees shall abide by the 

principles in these Bylaws. Its duties shall include, but are not limited to oversight of the 

following: 

(a) Select, oversee and review the performance of the SPP RE General 

ManagerPresident in carrying out the statutory functions and duties as 

defined in the Delegation Agreement between ERO and SPP; 

(b) Approve the annual RE business plan and budget; 

(c) Perform function assigned by the SPP Compliance Monitoring and 

Enforcement Program; 

(d) Track and review Regional Standards from MOPC for submission to the 

ERO and FERC for approval and implementation. 

(e) Complete a self-assessment annually to determine how effectively the 

Regional Entity Trustees are meeting their responsibilities; and 

(f) Provide an annual report to the Board of Directors regarding the 

effectiveness of the Regional Entity function and processes. 

9.7.2 Composition and Qualifications 

9.7.2.1 Composition 

The Regional Entity Trustees shall consist of up to four (4) persons, but no 

less than three (3) persons. The trustees shall be independent of the SPP Board of 

Directors, any Member, industry stakeholder, or SPP organizational group. 

Regional Entity Trustees do not serve as members of the SPP Board of Directors. 

A trustee shall not be limited in the number of terms he/she may serve. 

9.7.2.2 Qualifications 
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Regional Entity Trustees shall have relevant senior management expertise 

and experience in the reliable operation of the bulk electric transmission system in 

North America. 

9.7.2.3 Conflicts of Interest 

Regional Entity Trustees shall not be a director, officer, or employee of, 

and shall have no direct business relationship, financial interest in, or other 

affiliation with, a Member, a customer of services provided by SPP, or a 

Registered Entity in the SPP footprint. Trustees may invest in accordance with the 

SPP Standards of Conduct. Participation in a pension plan of a Member, 

customer, or Registered Entity in the SPP footprint shall not be deemed to be a 

direct financial benefit if the Member’s, customer’s, or Registered Entity’s 

financial performance has no material effect on such pension plan. 

9.7.3 Term and Election 

Regional Entity Trustees shall be elected at the meeting of Members to a three-

year term commencing upon election and continuing until his/her duly elected successor 

takes office. The election process shall be as follows:  

(a) At least 90 calendar days prior to the meeting of Members when election 

of a new trustee is required, the Corporate Governance Committee shall 

commence the process to nominate persons for the position to be elected; 

(b) At least 45 calendar days prior to the meeting of Members, the Corporate 

Governance Committee shall determine the person it nominates for 

election as a trustee, specifying the nominee for any vacancy to be filled. 

The Corporate Secretary shall prepare the ballot accordingly, leaving 

space for additional names, and shall deliver same to Members at least 30 

calendar days prior to the meeting of Members; 

(c) For purposes of electing or removing trustees only, only Members that are 

Registered Entities in the SPP Regional Entity footprint shall be 

considered a Member, and Members with Affiliate Relationships shall be 

considered a single Member; 

(d) Any additional nominee(s) may be added to the ballot if a petition is 

received by the Corporate Secretary at least 15 calendar days prior to the 
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meeting of Members and evidencing support of at least 20 percent of the 

existing Members; and 

(e) 1) If only one candidate is nominated for a seat, each Member shall be 

entitled to cast a vote for or against the nominee. The votes will be 

calculated in accordance with Section 3.9 Voting of these Bylaws, which 

requires a super majority.  In the event a trustee position is not filled the 

Corporate Governance Committee will determine a new nominee for 

recommendation for election by the Members at a special meeting of 

Members to be held but no later than the next regular Board of 

Directors/Members Committee meeting; 

2) If multiple candidates are nominated for a seat, each Member shall be 

entitled to cast a vote for only one nominee, but may vote against each 

candidate.  The votes will be calculated in accordance with Section 3.9 

Voting of these Bylaws, with the exception that a simple majority of votes 

cast will determine which nominee is elected.  In the event a trustee 

position is not filled, the Corporate Governance Committee will determine 

a new nominee for recommendation for election by the Members at a 

special meeting of Members to be held no later than the next regular 

Board of Directors/Members Committee meeting. 

9.7.4 Resignation and Removal of Regional Entity Trustees 

Any Regional Entity Trustee may resign by written notice to the President noting 

the effective date of the resignation. The Members may remove a trustee with cause in 

accordance with Section 3.9 Voting of these Bylaws. Removal proceedings may only be 

initiated by a petition signed by not less than twenty percent of the Members. The petition 

shall state the specific grounds for removal and shall specify whether the removal vote is 

to be taken at a special meeting of Members or at the next regular meeting of Members. 

A trustee who is the subject of removal proceedings shall be given fifteen days to respond 

to the Member petition in writing to the President. 

9.7.5 Vacancies 

If a vacancy occurs, the Corporate Governance Committee will present a nominee 

to the Members for consideration and election to fill the vacancy for the unexpired term 
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at a special meeting of Members following 30 calendar days notice from the corporate 

Secretary.  The election will be held in accordance with Section 9.7.3 Term and Election 

of these Bylaws. The replacement trustee shall take office immediately upon election. 

9.7.6 Meetings and Notice of Meetings 

Regular Regional Entity Trustees’ meetings will be scheduled in conjunction with 

the regularly scheduled SPP Board of Directors meetings, provided the meeting schedule 

may be adjusted for good cause and with sufficient notice, and additionally upon the call 

of the cChair or upon concurrence of at least a majority of trustees.  Except as otherwise 

provided in these Bylaws, all meetings will be open to any interested party.  At least 

fifteen days' written notice shall be given by the cChair to each trustee, the Board of 

Directors, and the Members Committee of the date, time, place and purpose of a meeting, 

unless such notice is waived by the trustees. Telephone conference meetings may be 

called as appropriate by the cChair with at least one-day prior notice. The cChair shall 

grant any party’s request to address the Regional Entity Trustees. 

9.7.7 Chair and Vice Chair 

The Regional Entity Trustees shall elect from its membership a cChair and Vice 

Chair for a two-year terms commencing upon election and continuing until the 

chair’stheir duly elected successors takes office or until the chair’stheir term as a trustee 

expires without re-election. The panel may elect to rotate the cChair position to the senior 

member of the panel when the initial, or subsequent, cChair’s term expires.  The Vice 

Chair shall act for the Chair: 

(a) at the request of the Chair; 

(b) in the event the Chair should become incapacitated and unable to 

discharge the functions of the position; or 

(c) if the position of Chair becomes vacant, until the  next regularly scheduled 

meeting of the Regional Entity Trustees, at which meeting a new Chair 

shall be elected by the Regional Entity Trustees to fill the vacancy.  The 

Chair shall appoint a trustee to fill a vacant Vice Chair position until the 

next meeting of the Regional Entity Trustees, at which meeting a new 

Vice Chair shall be elected by the Regional Entity Trustees to fill the 

vacancy. 
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9.7.8 Quorum and Voting 

A majority of the trustees shall constitute a quorum of the Regional Entity 

Trustees necessary for a binding vote. Decisions of the Regional Entity Trustees require a 

simple majority vote. Trustees must be present at a meeting to vote; no votes by proxy 

are permitted. All Regional Entity Trustee decisions regarding the Regional Entity are 

final except as subject to oversight by the ERO and FERC. 

9.7.9 Compensation of Regional Entity Trustees 

Regional Entity Trustees shall receive compensation as recommended by the 

Corporate Governance Committee, and approved by the Members that are Registered 

Entities in the SPP Regional Entity footprint, submitted for approval as part of the ERO 

budget process. Trustees shall be reimbursed for actual expenses reasonably incurred or 

accrued in the performance of their duties. 

9.7.10 Executive Session 

Executive sessions (open only to Trustees and parties invited by the cChair of the 

Regional Entity Trustees) shall be held as necessary upon agreement of the Regional 

Entity Trustees to safeguard confidentiality of sensitive information regarding employee, 

financial or legal matters, or confidential information related to compliance matters. 
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Board of Trustees Meeting 
August 10, 2017 

 
CIP-013-1 – Cyber Security - Supply Chain Risk Management 

 
Action 
Adopt the following standard documents and authorize staff to file with applicable regulatory 
authorities: 

• Reliability Standards  

CIP-005-6 Cyber Security – Electronic Security Perimeter(s) [Clean] [Redline to last 
approved] 

CIP-010-3 – Cyber Security – Configuration Change Management and Vulnerability 
Assessments [Clean] [Redline to last approved] 

CIP-013-1 – Cyber Security – Supply Chain Risk Management [Clean] 

• Violation Risk Factors (VRFs) and Violation Severity Levels (VSLs)   

 [VRFs and VSLs] for CIP-005-6, CIP-010-3, and CIP-013-1 

• Implementation Plan   

[Implementation Plan] for CIP-005-6, CIP-010-3, and CIP-013-1 

• Definitions 

None  

• Retirements 

 CIP-005-5 and CIP-010-2  
 
Background 
The proposed Reliability Standards benefit reliability by requiring entities to implement plans 
and processes to mitigate supply chain cyber security risks to high and medium impact assets. 
The requirements target risks in four objective areas: (1) software integrity and authenticity; (2) 
vendor remote access; (3) information system planning; and (4) vendor risk management and 
procurement controls. The Reliability Standards address Federal Energy Regulatory Commission 
(Commission) directives contained in Order No. 829 for development of new or modified 
Reliability Standards to mitigate supply chain risks for industrial control system hardware, 
software, and computing and networking services associated with Bulk Electric System (BES) 
operations.  
 
FERC Order No. 829 Directive 

 
[The Commission directs] NERC to develop a forward-looking, objective-based Reliability 
Standard to require each affected entity to develop and implement a plan that includes 
security controls for supply chain management for industrial control system hardware, 
software, and services associated with bulk electric system operations. The new or 
modified Reliability Standard should address the following security objectives, [discussed 
in detail in the Order]: (1) software integrity and authenticity; (2) vendor remote access; 

http://www.nerc.com/pa/Stand/Project%20201603%20Cyber%20Security%20Supply%20Chain%20Managem/CIP-005-6_Clean_071117.pdf
http://www.nerc.com/pa/Stand/Project%20201603%20Cyber%20Security%20Supply%20Chain%20Managem/CIP-005-6_Redline_to_Last_Approved_071117.pdf
http://www.nerc.com/pa/Stand/Project%20201603%20Cyber%20Security%20Supply%20Chain%20Managem/CIP-005-6_Redline_to_Last_Approved_071117.pdf
http://www.nerc.com/pa/Stand/Project%20201603%20Cyber%20Security%20Supply%20Chain%20Managem/CIP-010-3_Clean_071117.pdf
http://www.nerc.com/pa/Stand/Project%20201603%20Cyber%20Security%20Supply%20Chain%20Managem/CIP-010-3_Redline_to_Last_Approved_071117.pdf
http://www.nerc.com/pa/Stand/Project%20201603%20Cyber%20Security%20Supply%20Chain%20Managem/CIP-013-1_Clean_071117.pdf
http://www.nerc.com/pa/Stand/Project%20201603%20Cyber%20Security%20Supply%20Chain%20Managem/VRF_VSL_Clean_071117.pdf
http://www.nerc.com/pa/Stand/Project%20201603%20Cyber%20Security%20Supply%20Chain%20Managem/Implementation_Plan_Clean_071117.pdf
http://www.nerc.com/FilingsOrders/us/FERCOrdersRules/Order_SupplyChain_20160721_RM15-14.pdf


 
(3) information system planning; and (4) vendor risk management and procurement 
controls. (P. 45) 
 

The Commission directed NERC to file the Reliability Standards by September 27, 2017 (within 
one year of the effective date of Order No. 829). 
  
Standards Development Process 
CIP-013-1 was balloted twice before final ballot. The initial ballot and additional ballot resulted 
in approval percentages of 10.36 and 88.64 percent, respectively. Final ballot for CIP-013-1 
closed on July 20, 2017 resulting in 84.19 percent. CIP-005-6 and CIP-010-3 were balloted once 
before final ballot. The initial ballots resulted in approval percentages of 89.84 and 82.92 
percent, respectively. Final ballot for CIP-005-6 and CIP-010-3 also closed on July 20, 2017, 
resulting in 88.79 and 81.40 percent, respectively.  
 
Minority Issues 
Some stakeholders are concerned that risk-based requirements in CIP-013-1 could lead to 
inconsistent interpretations in Compliance Monitoring and Enforcement Program (CMEP) 
activities. These stakeholders recommended developing defined terms or more prescriptive 
wording in the requirements. The standard drafting team (SDT) maintains that the 
requirements need to provide flexibility for entities to implement tailored supply chain cyber 
security plans to meet the reliability objectives. To address stakeholder concerns with 
implementation, the SDT developed Implementation Guidance and obtained ERO Enterprise 
endorsement. The endorsed Implementation Guidance provides examples of compliant 
approaches that have been vetted for acceptance.  
 
Some stakeholders believe the scope of assets included in the supply chain requirements 
should be expanded to include low impact and ancillary assets not covered under the high and 
medium impact asset categories. The SDT believes prioritizing the requirements to high and 
medium impact assets is an appropriate approach to meeting the directives, and focuses 
industry resources on protecting the most impactful systems. Furthermore, the standards may 
provide some additional protections through industry and vendor voluntary extension of CIP-
013-1 processes to low impact and ancillary assets.  
 
Cost Effectiveness 
The SDT sought stakeholder input on the cost effectiveness of the proposed standards during 
commenting. The majority of stakeholders indicated that the proposed standards provide 
entities with flexibility to meet the reliability objectives in a cost effective manner. However, 
some stakeholders, particularly smaller entities, expressed concerns about the potential impact 
of the compliance obligations on their staff and budgets. Some stakeholders believe that the 
requirements will not be effective because, consistent with Order No. 829, the standards do not 
impose requirements on vendors directly. Additionally, some stakeholders predict that costs for 
obtaining vendor products and services will rise as a result of the new standards.  
 
Additional Information 
A link to the project history is included here for reference: 
 
[Project 2016-03 Cyber Security Supply Chain Risk Management] 

http://www.nerc.com/pa/Stand/Pages/Project201603CyberSecuritySupplyChainManagement.aspx
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Board of Trustees Meeting 
August 10, 2017 

 
PRC-006-3 – Automatic Underfrequency Load Shedding 
NPCC Regional Variance for the Quebec Interconnection 

 
Action 
Adopt the following PRC-006-3 – Automatic Underfrequency Load Shedding (NPCC Regional 
Variance for the Quebec Interconnection) standard documents and authorize NERC staff to file 
with applicable regulatory authorities: 

• Reliability Standard PRC-006-3, Effective Date, and Associated Violation Risk Factors 
(VRFs) and Violation Severity Levels (VSLs)    

[PRC-006-3 – Clean] 
[PRC-006-3 – Redline] 
 

Retirement 

• PRC-006-2 – Automatic Underfrequency Load Shedding 
 
Background 
On May 6, 2015, NERC received a Standard Authorization Request requesting modification of 
PRC-006-2 (specifically, Section D. Regional Variances, Part D.A. Regional Variance for the 
Quebec Interconnection, and Attachment 1A (Quebec)) to address the underfrequency load 
shedding (UFLS) requirements for the Quebec Interconnection.  
 
The Variance is necessary due to physical and operational differences in the Quebec bulk power 
system. Due to the unique nature of the Quebec province being its own Interconnection, the 
Variance was developed using the Northeast Power Coordinating Council, Inc. (NPCC) Regional 
Reliability Standards Development Process.  
 
Summary 
The PRC-006-3 Regional standard drafting team revised Section D.A of PRC-006-2 to address 
two specific issues regarding UFLS requirements for the Quebec Interconnection: 

1. The PRC-006-2 Attachment 1A performance curve needed to be modified to better 
reflect the design, performance, and modeling of the Quebec Interconnection and avoid 
unnecessary load shedding. 

2. Because the Quebec Interconnection itself is an island with unique generation 
characteristics and Special Protection System applications, Section D.A.3 in PRC-006-2 
needed to be revised to define a more accurate generation deficiency scenario 
applicable to the Quebec Interconnection. 

 
PRC-006-3 was approved by the NPCC ballot body on March 24, 2017 and by the NPCC Board of 
Directors on May 3, 2017. NERC staff supports the Variance. The Variance was posted on the 
NERC website for a 45-day public comment period from May 8, 2017 through June 21, 2017. No 
adverse comments or minority opinions were received during the comment period.  

 
 

http://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/PRC-006-3%20Quebec%20Variance%20-%20Clean.pdf
http://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/PRC-006-3%20Quebec%20Variance%20-%20Redline.pdf


Pertinent FERC Order No. 693 Directives 
None 
 
Additional Information 
A link to the project history and files is included here for reference: 
[PRC-006-3 Planning Resource Adequacy Analysis, Assessment and Documentation] 

https://www.npcc.org/Standards/SitePages/DevStandardDetail.aspx?DevDocumentId=123


Agenda Item 9c 
Board of Trustees Meeting 
August 10, 2017 

BAL-502-RF-03  
Planning Resource Adequacy Analysis, Assessment, and Documentation 

Action 
Adopt the following standard documents and authorize NERC staff to file with applicable 
regulatory authorities: 

• Regional Reliability Standard BAL-502-RF-03 and Associated Violation Risk Factors and
Violation Severity Levels
[BAL-502-RF-03 – Clean]
[BAL-502-RF-03 – Redline]

• Implementation Plan
[Implementation Plan]

• Retirement
Regional Reliability Standard BAL-502-RF-02 Planning Resource Adequacy Analysis,
Assessment and Documentation

Background 
On March 31, 2016, the ReliabilityFirst Corporation (ReliabilityFirst) received a Standard 
Authorization Request requesting modification of BAL-502-RF-02 in response to Federal Energy 
Regulatory Commission (FERC) Order No. 747, which includes directives to be addressed at the 
time ReliabilityFirst conducts its scheduled five-year review. 

Summary 
The standard drafting team (SDT) modified the standard to address the following FERC 
directives: 

1. Add time horizons to the two main requirements; and

2. Consider modifying the Regional Reliability Standard to include a requirement that the
planning coordinators identify any gap between the needed amount of planning
reserves defined in Requirement R1, Part 1.1 and the planning reserves determined
from the resource adequacy analysis.

The SDT also made non-substantive formatting changes to better align with the format of 
continent-wide Reliability Standards. 

BAL-502-RF-03 was approved by the ReliabilityFirst final ballot on February 15, 2017, and the 
ReliabilityFirst Board of Directors approved submitting the proposed standard to the NERC 
Board of Trustees for adoption and subsequent filing with applicable regulatory authorities. 
NERC staff supports the Regional Reliability Standard, which was posted for a 45-day public 
comment period from April 28, 2017 through June 12, 2017. No adverse comments or minority 
opinions were received during the comment period.  

http://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/BAL-502-RF-03_Clean.pdf
http://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/BAL-502-RF-03_Redline.pdf
https://rfirst.org/standards/BAL502RFC03/SupportingDocuments/BAL-502-RF-03_Imp_Plan_RF_Board_Approved_060117.pdf
https://www.ferc.gov/whats-new/comm-meet/2011/031711/E-7.pdf


Pertinent FERC Order No. 747 Directives 
 
Paragraph 53 

“The Commission agrees with the Midwest ISO that time horizons are a factor in NERC’s 
determination of a penalty for a violation and acknowledges that [ReliabilityFirst] is 
modifying its standards development process such that it will include time horizons as an 
element in its regional Reliability Standards template. Accordingly, as proposed in the 
NOPR, the Commission directs [ReliabilityFirst] to add time horizons to the two main 
requirements when [ReliabilityFirst] reviews BAL-502-RFC-02 at the scheduled five-year 
review.” 

 
Paragraph 65 

“The Commission accepts [ReliabilityFirst]’s commitment to consider, at the time of its 
five-year review, whether to add a requirement to BAL-502-RFC-02 that would require 
Planning Coordinators to identify any gap between the needed amount of planning 
reserves defined in Requirement R1.1 and the planning reserves determined from the 
resource adequacy analysis.” 

 
Additional Information 
A link to the project history and files is included here for reference: 
[BAL-502-RF-03 Planning Resource Adequacy Analysis, Assessment and Documentation] 

https://rfirst.org/standards/BAL502RFC03/Pages/BAL-502-RFC-03.aspx


Agenda Item 9d 
Board of Trustees Meeting 
August 10, 2017 

 
PRC-006-SERC-02  

Automatic Underfrequency Load Shedding Requirements 
 

Action 
Adopt the following standard documents and authorize NERC staff to file with applicable 
regulatory authorities: 

• Regional Reliability Standard PRC-006-SERC-02, Effective Date, and Associated 
Violation Risk Factors and Violation Severity Levels    

[PRC-006-SERC-02 – Clean] 
[PRC-006-SERC-02 – Redline] 

• Retirement 

Regional Reliability Standard PRC-006-SERC-01 Automatic Underfrequency Load 
Shedding (UFLS) Requirements 

 
Background 
Regional Reliability Standard PRC-006-SERC-01 was approved by the Federal Energy Regulatory 
Commission on December 20, 2012 and was subject to enforcement on April 1, 2014. The SERC 
Dynamics Review Subcommittee conducted the standard’s periodic five-year review, which 
resulted in development of proposed PRC-006-SERC-02. 
 
Summary 
Regional Reliability Standard PRC-006-SERC-02 incorporates the following modifications 
recommended by the SERC Dynamics Review Subcommittee: 

• Removal of the term ‘distribution’ from Requirements R4, Part 4.1 and R5, Part 5.1 to 
prevent the misinterpretation that only distribution load can be used for a UFLS scheme; 

• Addition of language to Requirements R2, Part 2.1; R4, Part 4.1; and R5, Part 5.1 that 
allows flexibility for the Planning Coordinator to choose the peak season (summer or 
winter) on which to base the UFLS plan. PRC-006-SERC-01 specifies the use of the 
previous year actual peak demand. The revision allows the Planning Coordinator to 
consider seasonal reliability concerns when specifying the peak on which to base the 
UFLS plan; and 

• Addition of the language “changes to the peak season selected in R2.1” to the list of 
items that are mentioned in Requirement R6 that allow an 18-month implementation.  
Changing the peak season that the UFLS plan is based on may require additional UFLS 
relays to be installed and may require more time to implement the plan. 

 
PRC-006-SERC-02 was approved by the SERC ballot body on May 10, 2017 and by the SERC 
Board of Directors on June 28, 2017. PRC-006-SERC-02 was posted on the NERC website for a 
45-day public comment period from June 9, 2017 through July 24, 2017. Any adverse comments 
or minority opinions will be provided at the meeting. NERC staff supports the Regional 
Reliability Standard. 
 
 

http://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/PRC-006-SERC-02_Clean.pdf
http://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/PRC-006-SERC-02_Redline.pdf


Additional Information 
A link to the project history and files is included here for reference: 
[PRC-006-SERC-02 Automatic Underfrequency Load Shedding Requirements] 

http://serc1.org/program-areas/standards-regional-criteria/regional-criteria-and-guidelines#d61f377e-b050-40d2-88e7-8afd41523e86


 
Agenda Item 9e 
Board of Trustees Meeting 
August 10, 2017 

 
Compliance Filing in Response to FERC Directive to Change BAL-002-2 VRFs  

 
Action  
Approve changes to the Violation Risk Factors (VRFs) for Reliability Standard BAL-002-2, 
Requirements R1 and R2 from “medium” to “high” and authorize NERC staff to file with 
applicable regulatory authorities: 

• BAL-002-2(i)  
 

Background 
On January 19, 2017, the Federal Energy Regulatory Commission (FERC) issued Order No. 835 
approving Reliability Standard BAL-002-2 (Disturbance Control - Contingency Reserve for 
Recovery from a Balancing Contingency Event). FERC concluded that “violation of Requirement 
R1 jeopardizes system frequency”… [and] …” the fundamental connection between 
Requirements R1 and R2 creates a significant role in maintaining reliability.”1 As a result, FERC 
directed NERC to revise the VRFs for BAL-002-2, Requirements R1 and R2 from “Medium” to 
“High.” 
 
Additional Information 
A link to the FERC order is included here for reference: 

Order No. 835 Approving Reliability Standard BAL-002-2 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                 
1 Disturbance Control Standard—Contingency Reserve for Recovery from a Balancing Contingency Event Reliability Standard, 
Order No. 835, 158 FERC ¶ 61,030 at P 66 (2017). 

http://www.nerc.com/pa/Stand/Project%202010141%20%20Phase%201%20of%20Balancing%20Authority%20Re/BAL-002-2(i)-Redline-06302017.pdf
http://www.nerc.com/FilingsOrders/us/FERCOrdersRules/Order%20No.%20835%20approving%20BAL-002-2.pdf
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Reaffirmation of VAR-001-4.1 and VAR-002-4 

Project 2016-EPR-02 Enhanced Periodic Review of Voltage and Reactive Standards 
 

Action 
Adopt the following standard documents, reaffirming the VAR-001-4.1 and VAR-002-4 
Reliability Standards, and authorize staff to file with the applicable regulatory authorities: 

• Reliability Standards 
VAR-001-4.1 – Voltage and Reactive Control 
[Periodic Review Recommendation] [VAR-001-4.1] 
[VAR-001-4.2] [Redline to Approved] 
 
VAR-002-4 – Generator Operation for Maintaining Network Voltage Schedules 
[Periodic Review Recommendation] [VAR-002-4] 
[VAR-002-4.1] [Redline to Approved] 
 

Background 
Under the NERC Rules of Procedure,1 all Reliability Standards shall be reviewed at least once 
every 10 years from the effective date of the Reliability Standard, or the date of the latest 
Board of Trustees (Board) adoption to a revision of the Reliability Standard, whichever is later. If 
a Reliability Standard is approved by the American National Standards Institute as an American 
National Standard, it shall be reviewed at least once every five years from the effective date of 
the Reliability Standard, or the date of the latest Board adoption to a revision of the Reliability 
Standard, whichever is later. 

If a review team recommends reaffirming a Reliability Standard, the Standards Committee shall 
submit the reaffirmation to the Board for adoption and then to Applicable Governmental 
Authorities for approval. Reaffirmation does not require approval by stakeholder ballot. In the 
case of reaffirmation of a Reliability Standard, the Reliability Standard shall remain in effect 
until the next five or 10-year review, or until the Reliability Standard is otherwise modified or 
withdrawn by a separate action. 

Reliability Standards VAR-001-4 and VAR-002-3 both became effective October 1, 2014. 
Currently-enforceable versions VAR-001-4.1 and VAR-002-4 became effective November 13, 
2015 and May 29, 2015, respectively. There are no outstanding governmental directives, 
Interpretations, or unresolved stakeholder issues associated with either Reliability Standard.  
 
Summary 
The Project 2016-EPR-02 periodic review team (PRT) completed its comprehensive review of 
VAR-001-4.1 and VAR-002-4 on May 19, 2017. Based on its review, the PRT recommended 
reaffirming the Reliability Standards at the June 14, 2017 Standards Committee meeting. 
Specifically, the team found the standards are sufficient to protect reliability and meet the 
reliability objective of the standards; however, the team identified that there may be future 
opportunity to improve non-substantive or insignificant quality and content issues. Industry 

                                                           
1 See NERC Rules of Procedure Section 317 and Appendix 3A, Standard Processes Manual, Section 13.0.  

http://www.nerc.com/pa/Stand/Project%202016EPR02%20Enhanced%20Periodic%20Review%20of%20VAR/Project_2016_EPR_02_Template_VAR-001-4.1_06022017_Final.pdf
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=VAR-001-4.1&title=Voltage%20and%20Reactive%20Control&jurisdiction=United%20States
http://www.nerc.com/pa/Stand/Project%202016EPR02%20Enhanced%20Periodic%20Review%20of%20VAR/VAR_001_4_2_Errata_Clean_07072017.pdf
http://www.nerc.com/pa/Stand/Project%202016EPR02%20Enhanced%20Periodic%20Review%20of%20VAR/VAR_001_4_2_Errata_Redline_to_Approved_07072017.pdf
http://www.nerc.com/pa/Stand/Project%202016EPR02%20Enhanced%20Periodic%20Review%20of%20VAR/Project_2016_EPR_02_Template_VAR-002-4_06022017_Final.pdf
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=VAR-002-4&title=Generator%20Operation%20for%20Maintaining%20Network%20Voltage%20Schedules&jurisdiction=United%20States
http://www.nerc.com/pa/Stand/Project%202016EPR02%20Enhanced%20Periodic%20Review%20of%20VAR/VAR_002_4_1_Errata_Clean_07072017.pdf
http://www.nerc.com/pa/Stand/Project%202016EPR02%20Enhanced%20Periodic%20Review%20of%20VAR/VAR_002_4_1_Errata_Redline_to_Approved_07072017.pdf


comments also affirmed that the standards: (1) are sufficient to protect reliability; (2) meet the 
reliability objective of the standards; and (3) no immediate revision is necessary. 
 
In the course of its work, the PRT identified and recommended changes to correct errata in 
VAR-001-4.1 and VAR-002-4.2 The Standards Committee approved the recommended errata 
changes on June 14, 2017.3 Errata versions VAR-001-4.2 and VAR-002-4.1 will be filed with the 
Applicable Governmental Authorities following Board action on the reaffirmation of the 
standards.  
 
Additional Information 
A link to the project history and files is included here for reference: 
[Project 2016-EPR-02 Enhanced Periodic Review of Voltage and Reactive Standards] 
[Standards Committee agenda package, June 14, 2017] (Item 10, requesting approval of 
recommended errata revisions) 

                                                           
2 Specifically, VAR-001-4.1 corrected a missing “or” between “voltage schedules or Reactive Power,” and VAR-002-4 clarified 
the applicability of Requirements to Bulk Electric System dispersed power producing resources. 
3 As specified in Section 12.0 of the Standard Processes Manual, the NERC Board of Trustees has resolved to concurrently 
approve any errata approved by the Standards Committee.  

http://www.nerc.com/pa/Stand/Pages/Project-2016-EPR-02-Enhanced-Periodic-Review-of-Voltage-and-Reactive-Standards.aspx
http://www.nerc.com/comm/SC/Agenda%20Highlights%20and%20Minutes/SC%20Agenda%20Package_June142017.pdf
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E-ISAC Quarterly Update 

 
Action 
Information 
 
Background 
The Electricity Information Sharing and Analysis Center’s (E-ISAC) mission is to reduce cyber and 
physical security risk to the Electricity Subsector across North America by providing unique 
insights, leadership, and coordination. The E-ISAC gathers security information, coordinates 
incident management, and communicates mitigation strategies with stakeholders within the 
Electricity Subsector, across interdependent sectors, and with government and private 
partners. This quarterly report covers activity during the months of April through June 2017. It 
also includes information about GridEx IV and an update on the E-ISAC’s Long-Term Strategic 
Plan. 
 
Summary 
During the second quarter of 2017, the E-ISAC continued to increase the amount of data 
collection, analysis, and reporting for cyber and physical events affecting the Electricity 
Subsector. Activity that the E-ISAC reported from April to June included: 

• 246 E-ISAC staff posts to the portal (+15% above the quarterly average over the past 
year) 

• 40 member posts to the portal (-26%) 

 24 unique organizations shared (-14%) 

 8 of those 22 organizations had never shared before  

• 421 new portal accounts (+38%) 
 
While the total number of portal posts is up, we are concerned about the drop in posts from 
member organizations. This might be due to the increased amount of E-ISAC staff postings on 
behalf of members, or might be an indication of difficulties in uploading information to the 
portal. We are encouraging our members to post directly to the portal – not to send the 
information via email to the E-ISAC with a request for staff to post on behalf of the member. 
 
The E-ISAC publishes a weekly summary to the Electricity industry every Monday morning and a 
monthly summary report in conjunction with its monthly webinar the first Tuesday of each 
month. In the second quarter of 2017 we averaged about 250 live participants per webinar, 
which is a drop from the first quarter due to conflicting meetings and events that happened at 
the same time as our webinars.  
 
The E-ISAC also publishes a daily report as well as a quarterly CRISP report. A CRISP case is 
opened when an analyst finds a match between a known malicious signature and a similar 
pattern in CRISP data. In 2016, there were a total of 1,553 cases opened – an average of about 
390 per quarter. In the second quarter of 2017 there were 421 cases opened. 



GridEx IV will take place November 15-16, 2017. All planning meetings were conducted in the 
first half of the year and multiple training sessions are scheduled for this summer and early fall. 
Additional details about the exercise, the scenario, and the executive tabletop will be provided 
in this update. 
 
From January through March the E-ISAC, working closely with the Electricity Subsector 
Coordinating Council (ESCC) and NERC leadership, assembled a long-term strategic plan. This 
plan builds on the ESCC’s 2015 recommendations and discusses improvements needed in 2017 
to address current threats, a look at the mid-term range of 2018-2022 to address emerging 
threats, and what the E-ISAC might look like beyond 2023 if the forecasted issues continue to 
develop. The plan recognizes the need for sound fiscal planning, recognizes the growing threats 
to the grid from human and cyber actors, and highlights the need for a more robust security 
information sharing and analysis capability within NERC. Resource requirements generated 
from the strategic plan became input for NERC’s 2018 Business Plan and Budget and were 
provided as an annex. The Member Executive Committee (MEC) was briefed on the resource 
requirements in June and provided a supporting resolution as input to the NERC budget 
proposal. 
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Update of NERC Membership Roster 

Action 
Information 

Background 
NERC management will submit to the Board of Trustees for approval in November 2017 a plan 
for updating the NERC Membership Roster, including a proposed schedule and sample letter to 
be sent to all NERC members. NERC anticipates the renewal process will begin January 2018. 

Article II, Section 2 of NERC’s Bylaws, states that the NERC Board of Trustees (“Board”), from 
time to time, shall establish a date by which members shall submit their registration renewals.  
All members shall be required to renew their registrations within 30 calendar days of a request 
by the secretary of the Corporation, using a registration renewal form prescribed by the Board. 
The secretary of the Corporation shall remove from the roster of members of the Corporation 
any member that has not submitted a registration renewal within 30 days following a date 
established by the Board. 

The first registration renewal was conducted in 2011. Registration renewal allows NERC to 
ensure that all members have maintained eligibility for membership, and provides members 
the opportunity to change the sector in which they are registered.  
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Operating Committee Report 

 
Action  
Information 
 
Operating Committee’s (OC) Major Accomplishments for 2017 (year-to-date) 

1. Reliability Guidelines/Reference Documents – The OC develops and maintains reliability 
guidelines and reference documents and has taken the following actions this year: 

a. Approved: 

i. New - Situational Awareness for the System Operator (Approved March 2017) - This 
Reliability Guideline provides a global recognition of the importance for the system 
operator to maintain situational awareness while operating the BES. 

b. Approved for posting and obtaining stakeholder comments:  

i. Pseudo Tie Reference Document (Approved for posting March 2017). 

ii. Dynamic Tag Exclusion Reference Document (Approved for posting March 2017) 

iii. Updated - Reliability Guideline: Generating Unit Winter Weather Readiness 
(Approved for posting June 2017) 

iv. Updated - Reliability Guideline: Operating Reserve Management (Approved for 
posting June 2017. 

v. Updated - Reliability Guideline: ACE Diversity Interchange (Approved for posting 
June 2017). 

vi. Update - Reliability Guideline: Inadvertent Interchange (Approved for posting June 
2017).  

c. Retired: 

i. NERC Interchange Reference Guideline (Retired June 2017) - All of the information 
contained in the guideline is also contained in NAESB Business Practices. 

2. OC Charter and Strategic Plan – At its March 2017 meeting, the OC formed a task team to 
review and revise its charter and 2016-2020 Strategic Plan. The OC leadership and NERC 
staff held a meeting in July 2017 to develop revisions to the charter and strategic plan 

3. OC and Subcommittee Work Plans – The OC Executive Committee and the leadership of its 
subcommittees met on January 12, 2017 to review and adjust the work plans for the next 
three years. At the March 2017 OC meeting, the OC reviewed these work plans and is 
tracking progress on the work plan items.   

4. Essential Reliability Services Working Group (ERSWG) – The OC reviewed and accepted the 
revised ERSWG Scope. 

5. Personnel Subcommittee (PS) – The PS presented and the OC approved, revisions to the 
Continuing Education Administrative Manual, creating version 4.4. The revisions included 
alignment of terminology with the updated SOCCED platform, consolidation and 



clarification of criteria, the removal of Level 1 audits, and the definition of Provider audit 
criteria. 

 
OC’s Major Initiatives for 2017 

1. ERSWG and the Distributed Energy Resources Task Force (DERTF) – The OC is providing 
leadership to the ERSWG which focuses on the continued development and refinement of 
ERS Sufficiency Assessments. The DERTF was dissolved by OC action in December 2016. All 
of its work will be absorbed by the ERSWG.   

2. Resources Subcommittee (RS) – The RS will review and revise several reliability guidelines, 
reference documents, and training guides under its purview. The RS will also undertake the 
development and roll out of a generator survey tool designed to assess unit performance 
during events. 

3. Personnel Subcommittee (PS) – The PS has started development of Continuing Education 
Program Manual, Version 4.5.   

4. Event Analysis Subcommittee (EAS) – The EAS collaborates with the North American 
Transmission Forum (NATF) and the North American Generator Forum (NAGF) regarding the 
development of Lessons Learned. The EAS will also review and revise the Reliability 
Guideline: Generating Unit Winter Weather Readiness. 

5. Operating Reliability Subcommittee (ORS) – The ORS will review and revise several reliability 
guidelines and reference documents under its purview. The ORS will also develop a 
reliability guideline to address approval of Reliability Coordinator Reliability Plans. These 
plans were formerly approved by the OC but the NERC Standards Requirement for such 
approval was retired.  

6. OC Strategic Plan and Charter – The OC is reviewing and revising its Charter and 2016-2020 
Strategic Plan.  

7. Coordination with other groups – The OC has begun efforts to better coordinate its 
activities with other industry groups such as the NATF, NAGF and ISO/RTO Council (IRC). 

 
June 2017 Meeting Summary: 
The following is a summary of the OC’s June 2017 meeting, which highlights the latest activities 
of the OC and its associated subcommittees in support of the NERC or OC mission and 
corporate goals. The June 2017 OC Meeting Minutes are posted on the NERC website. 

1. Joint Planning and Operating Committee Meeting – A joint meeting of the Planning 
Committee and the Operating Committee was held from 10:00 a.m. to 12:00 p.m. on June 
6, 2017. The agenda for the joint session allowed the committees to discuss agenda items of 
mutual interest to both committees which included:   

a. BPS Reliability Perspectives – David Costello, Schweitzer Engineering Laboratories, Inc. 

b. Inverter Disconnects Task Force, Level 2 Alert, and Report Status 

c. Solar Eclipse White Paper  

d. 2017 State of Reliability:  Status update 

e. Methods for Establishing IROLs Task Force (MEITF) update 

2. Nominating Committee (NC) – NC Chair Jerry Rust presented a slate of OC Officer nominees 
which included current Vice Chair Lloyd Linke (WAPA) for Chair and David Zwergel (MISO) 

http://www.nerc.com/comm/OC/AgendasHighlightsMinutes/OC_Minutes_June_2017_final.pdf


for Vice Chair of the OC for the 2017-2019 term. There were no nominations from the floor 
and the slate was approved unanimously.  

3. Change in OC Leadership - Vice Chair Linke presented Chair Case with a resolution of 
appreciation and thanked him for his service to the industry and to the OC. Chair Case 
thanked the OC membership and observers, past OC leadership and NERC staff for their 
dedication to reliability and friendship during his tenure as a member, Vice Chair and Chair 
of the OC.  

4. Inverter Task Force - Rich Bauer, NERC Staff, presented information regarding the Inverter 
Task Force Report and the draft NERC Alert regarding the report. The presentation included 
findings, actions and recommendations for NERC and industry to address the reliability risks 
associated with the event. The OC approved the report and provided comments to NERC 
staff on the proposed alert. Ryan Quint presented and OC approved a scope document 
which created the Inverter-based Resource Performance Task Force. Allen Schriver will chair 
the task force. 

5. Essential Reliability Services Working Group (ERSWG) – The ERSWG proposed and the OC 
approved the retirement of Measure 7 regarding voltage. A review of the Tested Reactive 
Analysis methods was performed and they were deemed to be relatively inconclusive due 
the local nature of reactive issues. 

6. Operating Reliability Subcommittee (ORS) – Chair Eric Senkowicz requested OC comments 
on the ORS approved the Reliability Coordinator Plan Reference Document and the Gas and 
Electrical Operational Coordination Considerations Guideline. The ORS will present the 
documents, with any revision needed, to the OC at its September meeting for approval to 
post the documents for a 45-day industry comment period. The ORS is also working with 
the NERC Critical Infrastructure Protection Committee (CIPC) to develop a reliability 
guideline for Operator Recognition of Cyber Intrusion into Operating Systems. OC Chair 
Case appointed David Devereaux (IESO) as chair of the ORS and Chris Pilong (PJM) as Vice 
Chair. Eric Senkowicz (FRCC), the former Chair, resigned from the ORS due to a change in 
work responsibilities at FRCC.  

7. Events Analysis Subcommittee (EAS) – EAS Chair Hassan Hamdar summarized the 
subcommittee’s status report and he highlighted the following topics. 

a. WECC Frequency event (CISO) – Lessons Learned from this event were presented in an 
industry webinar on March 31, 2017. 

b. Fifth Annual Monitoring and Situational Awareness Technical Conference to be held 
October 3-4, 2017 in Atlanta at Georgia Power Company. 

c. Winter Weather guideline review was finalized and the OC authorized posting for a 45-
day comment period. The OC intends to approve the guideline via e-mail in August, 
allowing it to be presented to industry in early September for implementation. 

EAS Chair Hassan Hamdar presented an update on Lessons Learned that have been 
published since the March OC meeting. The EAS continues to analyze events for Lessons 
Learned to identify trends and to make improvements to reliability. Lessons Learned may 
be accessed from the NERC website here. 

8. Personnel Subcommittee – PS Chair Lauri Jones presented her report on the subcommittee, 
including a request to approve a revised Continuing Education Administrative Manual, v 4.4. 
The OC approved the revised manual. Additional highlights include: 

http://www.nerc.com/pa/rrm/ea/Pages/Lessons-Learned.aspx


a. The PS is working with NERC staff on the implementation, communication and training 
for the new SOCCED platform. 

b. The PS is working on a comprehensive evaluation of adult learning principles and 
instructional design concepts in order to develop program criteria that results in quality 
learning events. 

c. The PS is recruiting new members for the Continuing Education Review Panel (CERP).   

d. A PS task force is working on a long-term strategy regarding the CE Provider workshops. 

9. Resources Subcommittee - RS Chair Troy Blalock provided an overview of subcommittee’s 
status report. Highlights of the report include:  

a. The RS requested and received authorization to post Reliability Guideline: Area Control 
Error Diversity Interchange (ADI) Process (Item 10e), Reliability Guideline: Operating 
Reserve Management (Item 10f), and Reliability Guideline: Inadvertent Interchange for a 
45-day comment period. 

b. The RS requested and the OC approved the retirement of the NERC Interchange 
Reference Guideline because all of the information contained therein is contained in 
NAESB Business Practices, thus negating the need for the guideline. 

c. The RS provided an update on the Generator Survey. Hydro Quebec has finished testing 
the Generator Survey within its Interconnection. Coordination with Balancing 
Authorities within the Western Interconnection is in progress to roll out the survey. 
After this roll out has been completed, implementation in the Eastern Interconnection 
will follow.  

10. Reliability Guideline Outreach Effort – At the March 2017 OC meeting, Chair Case led a 
discussion and brainstorming on outreach efforts to keep industry aware of Reliability 
Guidelines and Reference Documents. NERC staff will be working on the suggestions 
associated with the NERC website and the other suggestions will be incorporated into the 
OC Charter.    

11. Industry Outreach efforts – In order to better coordinate activities within industry, the OC 
invited Alan Schriver, from NAGF, Lee Underwood, from NATF, and Leonard Kula, from IRC, 
to provide an overview of their respective roles and responsibilities in an effort to better 
coordinate activities with the NERC OC. 

12. Real-time Assessments Task Force (RTATF) update - Doug Peterchuck, chair of the RTATF, 
presented an update on the preparation of Implementation Guidance. The RTATF received 
OC approval of the Implementation Guidance via an e-mail ballot which ended on May 5, 
2017. The guidance was submitted to NERC Compliance staff for approval on May 8, 2017.  
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Planning Committee Report 

 
Action 
Information 
 
Forward Perspectives 

• Leadership and Member Elections 
Board of Trustees (Board) Approval is expected in August 2017 
In June, the PC voted Brian Evans-Mongeon (Utility Services) as Chair and Noman 
Williams (Gridliance) as Vice Chair. This recommendation is being presented to the 
Board for action. Sector nominations and elections for new members were conducted 
and completed on July 21, 2017. The PC by sector slate is presented for Board approval.  

• NERC Special Assessment: Single Point of Disruption 
Board Approval is expected in November 2017 
The PC will be reviewing the NERC draft Special Assessment on Single Point of 
Disruption. NERC Staff has taken prior comments and is enhancing and updating the 
report for future Board consideration in November 2017. 

• NERC Essential Reliability Services Working Group: Prospective Actions  
The PC will be reviewing a Technical Brief on the treatment of Ramping and Balancing as 
outlined in ERS Measure 6. This Technical Brief will provide for the incorporation of 
Measure 6 data into the ongoing State of Reliability reports. Measure 6, from a historic 
point of view, uses operational values to demonstrate the Ramping and Balancing 
capabilities and will provide indicative analysis on Ramping and Balancing needs. 
Frequency Response and DER technical briefs are expected to be completed prior to 
year’s end. 

• Reliability Guidelines: Initiatives with continuing actions:  

 The following guidelines were posted for industry comment: 

o Forced Oscillations: posted for comment through July 7, 2017.  The guideline 
was developed by the SMS and serves as a framework for identifying, analyzing, 
and mitigating forced oscillations, and a number of examples of these 
oscillations from across North America. 

o Distributed Energy Resource Modeling: posted for comment through July 28, 
2017.The guideline provides information relevant for developing models and 
model parameters to represent different types of Distributed Energy Resources 
(DER) for stability analysis of the BPS. It is consolidated guidance for industry’s 
use when modeling DER for interconnection-wide powerflow cases and dynamic 
simulations. 

o Integrating Inverter-Based Resources into Weak Power Systems: posted for 
comment through August 25, 2017. The guideline provides the electric utility 
industry with background and useful reference information pertaining to the 
topics of identifying weak grid conditions and potential issues that may arise 
from weak grids when connecting or operating inverter-based resources. 



• Planning Committee to review and develop organizational changes: 
The PC will be conducting a review of its meeting and organizational structure to 
develop effectiveness and efficiency enhancements to our processes and activities. This 
process is expected to be completed by year’s end.  

 
Recently Completed Committee Activities and Initiatives 

• Joint Operating and Planning Committee webinar on Electromagnetic Pulse conditions 
No Board Approval Required 

       On July 25, 2017, the Operating and Planning Committees conducted a joint webinar on 
the EPRI Study on EMP. At the time of this writing, the webinar had not been held.  

• Approval of the creation of the Inverter-based Resources Performance Task Force 
(IRPTF) No Board Approval Required 

       The PC voted to accept the recommendation and the proposed changes from the 
Operating Committee on the creation of the new joint OC and PC task force, which came 
out of the work ad hoc inverter study task force.  

• Approval of the NERC Essential Reliability Services Working Group Recommendation 
on the Discontinuance of Measure 7 No Board Approval Required 

       The PC voted to accept the recommendation from the NERC ERSWG on the 
discontinuance of Measure 7. The analysis report can be found at: 
http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/Measure_7_Analysis_Rep
ort.pdf. The ERSWG produced a Technical Brief documenting the rationale for the 
discontinuance of Measure 7 and support for Reactive Power Guideline that was 
approved earlier this year. The Technical Brief is available at: 
http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/ERS_Briefing_on_Reactive
_Power_Measure_7_20170523.pdf 

• Approval of Plant-level Control and Protection Modeling Technical Reference 
Document 

      No Board Approval Required 
      The PC approved the technical reference document developed by the Plant-level Control 

and Protection Modeling Task Force (PCPMTF). The reference document focuses on 
studying the effects of plant-level, turbine, and boiler control and protection systems on 
power system stability and outlines the impacts they have on system stability during 
grid disturbances.  
 

Future Meetings 

• September 21-22 – Quebec City, Quebec 

• December 12-13 – Atlanta, GA 

http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/Measure_7_Analysis_Report.pdf
http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/Measure_7_Analysis_Report.pdf
http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/ERS_Briefing_on_Reactive_Power_Measure_7_20170523.pdf
http://www.nerc.com/comm/Other/essntlrlbltysrvcstskfrcDL/ERS_Briefing_on_Reactive_Power_Measure_7_20170523.pdf
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Action 
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Summary of the CIPC meeting, June 6-7, 2017 

1. The biennial election of committee officers will occur later this year. Michael Mertz, PNM 
Resources, has agreed to chair the nominating committee. 

2. An update from the Electricity Information Sharing and Analysis Center (E-ISAC) around 
threats that currently face the industry was provided and efforts to improve the tools and 
processes for obtaining and sharing useful information with industry was discussed. This 
included information on recent malware and cyber threats. 

This year’s Grid Security Conference (GridSecCon) will be held October 17-20, 2017 in St. 
Paul, Minnesota.  

3. The IEEE PES Power System Communications & Cybersecurity (PSCC) Committee is a newly 
created committee that is part of IEEE’s “Power and Energy Society.” The PSCC Committee’s 
scope covers grid communications and cybersecurity, and seeks to enhance the balance 
between reliability and security with technical standards, practices, and guides.  

4. CIPC is supporting the development of the “Real Time Operators’ Cyber Intrusion Guide” 
which will have information to help system operators recognize and respond to cyber 
attacks. 

5. The Bulk Electric System Security Metrics Working Group (BESSMWG) discussed the State of 
Reliability report, highlighting changes to the Cyber Security chapter.  

The BESSMWG is evaluating possible sources for additional data for next year to better 
support the Board of Trustees (Board’s) intent, and will hold a multi-day workshop to 
discuss possible metrics.  

6. An update from the Department of Energy described upcoming changes to OE-417, “Electric 
Disturbance Events.” The updated version of the form is expected to include a section for 
cyber-related information.  

7. The CIPC is developing implementation guidance for: “Voice over IP Compliance 
Considerations”; “Shared Facility Considerations”; and “Nuclear Personnel Risk 
Assessments.”  

The completed implementation guidance for “Nuclear Personnel Risk Assessments” was 
subsequently sent to CIPC members’ for a vote to submit the document for Electric 
Reliability Organization (ERO) endorsement. The guidance is for Transmission Owners (TO) 
that allow unescorted access of Nuclear Plant Generator Operator (NGOP) employees to the 
TO’s High Impact or Medium Impact sites. 

 
The next CIPC meeting will take place on September 12-13, 2017 in Quebec City, Canada.  
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Action 
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Background 
This report summarizes the key activities of the Personnel Certification Governance Committee 
(PCGC) during 2017. The PCGC meets four times per year. Standing Task Force meetings via 
conference call and/or WebEx are held as needed between meetings. The second quarter 2017 
meeting minutes are under review and pending approval. Draft minutes were posted to the 
NERC website. 
 
SOC Exam Development 
New exams were published on February 13, 2017. Preliminary statistical analysis will be 
provided by the exam development vendor in June, 2017. As part of the ongoing exam 
development process, the Exam Working Group will review the remaining 276 items that need 
references and determine areas of need for the current certification exams. An item writing 
workshop is on the calendar for November/December 2017. This is the second year of the 
current exam development cycle. 2018 is the third year, and will entail exam maintenance 
activities as noted on the NERC Examination Development Workflow. In order to meet the 2019 
deadline for the Job Task Analysis, the setup process for the Job Task Analysis will occur in 
November of 2018. 
 
The metric (Figure 1) below illustrates the exam development cycle and exam maintenance 
cycle.  
 
Exam Development Activities Scheduled for 2017 
 
Items Review/Analyze Statistical Performance     Jan-Dec 2017 
Write New Items         Mar-Dec 2017 
Item Writing Workshop        Nov-Dec 2017 

 
Strategic Planning 
The System Operator Certification Program has been in existence since 1998. The program has 
evolved into a solid certification program through continuous improvement. The PCGC will 
focus on strengthening the current program through a set of directions and priorities aligned 
with the goals of the System Operator Certification Program.  
 
The PCGC met with Ken McIntyre and Howard Gugel to discuss the System Operator 
Certification Program and what the program could entail in the future. There was agreement 
that PER-005 does not address certification. The PCGC is committed to engaging the industry in 
the discussion of the future program. A combination of white paper and survey will be included 
as part of the discovery process.  
 



 
Figure 1: SOC Exam Development Timeline 

 
Accomplishments for 2017 

• Review and Updated Appendix A (Based on Job Task Analysis results) 

• Publish new exams 

• Implement LOFT 

• Test center options for Canadian provinces 

• Review Exam Development Process - Ongoing 
 
Future Tasks 

• Map Strategic Plan 

• Launch new SOCCED 
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Standards Committee Report 

 
Action 
Information 
 
Background 
This report highlights some of the key activities of the Standards Committee (SC) during the 
second quarter of 2017.  
 
Summary 
The Reliability Standards Development Plan (RSDP) is currently out for stakeholder comment.  
The RSDP has been streamlined based on the progress of addressing outstanding directives, 
and feedback from stakeholders and the SC.  The SC is working closely with NERC staff on the 
RSDP.  The RSDP is scheduled for SC consideration and endorsement at its September meeting, 
and should be ready to be presented to the Board of Trustees (Board) at the November 
meeting. 
 
The SC commends the Supply Chain standard drafting team (including its leadership of Corey 
Sellers from Southern Company and JoAnn Murphy from PJM, as well as Standards Developer 
Mark Olson and Project Management and Oversight Subcommittee Liaison Brenda Hampton 
from Vistra Energy) on their diligent work to provide the Board with a stakeholder-approved 
Reliability Standard. 
 
The SC is also pleased to report (in part, due to the work of its leadership and NERC staff) that 
the SC has endorsed a policy related to technical rationale and guidance developed during the 
Reliability Standards development process.  This policy will be presented to the Member 
Representatives Committee (MRC).   
 
Lastly, the SC and NERC staff have started a number of new periodic reviews (FAC-008, INT-004, 
INT-006, INT-009, INT-010, and NUC-001-3) that will be informed by the grading of standards, 
the second set of which is also underway for those eligible to be graded in 2017.   
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Reliability Issues Steering Committee Report 

 
 
Action 
Information 
 
Summary 
The Reliability Issues Steering Committee (RISC) is in the process of updating the ERO Reliability 
Risk Priorities Report (RISC report).  RISC has formed sub-groups to develop a preamble to 
explain the relationships between the risk profiles, review the risk profiles and 
recommendations, and discuss how to measure and communicate the level of risk in the RISC 
report. RISC has also conducted several pulse point interviews of a diverse group of industry 
leaders, policymakers, and regulators to assist in updating the report. 
 
RISC will meet in person August 30-31 in Atlanta to review the sub-groups’ proposed revisions 
and finalize a first draft of the RISC report. The first draft of the RISC report will be posted for 
stakeholder comment in September, tentatively September 8-22, to align with the posting of 
the second draft of the ERO Enterprise Long-Term Strategy and Operating Plan. A near-final 
draft of the report should be completed before the holidays and the final report will be 
presented to the Board for acceptance in February 2018.  
 
Mr. Peter Brandien, RISC chair, will provide an update on the committee’s activities. 

http://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO_Reliability_Risk_Priorities_RISC_Reccommendations_Board_Approved_Nov_2016.pdf
http://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO_Reliability_Risk_Priorities_RISC_Reccommendations_Board_Approved_Nov_2016.pdf
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Compliance and Certification Committee Report  

 
Action 
Information  
 
Highlights 

• NERC and the Compliance Certification Committee (CCC) are working together to 
support the Electric Reliability Organization (ERO) Enterprise Consistency Framework. To 
support this effort, a CCC Consistency Working Group (CWG), including a scope 
document, was approved and members were appointed to the CWG. 

• The ERO Monitoring Subcommittee (EROMS) is developing a procedure for CCC 
observation of NERC Regional Entity audits under NERC Rules of Procedure (ROP), 
Appendix 4A and is expected to review the procedure with the CCC at the September 
2017 meeting for future CCC approval.  

• The Compliance Processes and Procedures Subcommittee (CPPS) is reviewing 
procedures CCCPP-004, CCCPP-006, and CCCPP-009 and is expected to finalize the 
modifications for approval at the 2017 fourth Quarter CCC meeting. CPPS provided input 
on the CCC Complaint Form and process to include the form on the NERC website. The 
CCC Complaint Form will be posted on the NERC website. 

• The Organization Registration and Certification Subcommittee (ORCS) continues working 
with the ERO Organization Registration Certification Group to develop NERC ROP 
changes to improve the Jointly Registered Organization and Coordinated Functional 
Registration process and Certification Reviews.  In addition, the ORCS is providing 
technical input for possible changes to the entity registration process to incorporate 
lessons learned from the activities completed by several NERC led-Panels used to vet 
requests for Deactivation of registered entities.  

• A subset of the CCC reviewed and provided suggested improvements to the ERO 
Enterprise Guide for Internal Controls. This included adding values and principles to the 
introduction section of the existing ERO Enterprise Guide for Internal Controls. In 
addition, the team will support ERO Enterprise outreach and messaging on how the ERO 
Enterprise uses internal controls to help clarify industry understanding of how internal 
controls impact and factor into Compliance Monitoring Enforcement Program activities. 
In supporting this outreach commitment, Terry Bilke (MISO) provided an overview of 
the CCC Internal Controls activities at the NERC 2017 Standards and Compliance 
Workshop. 

• The CCC and its associated subcommittees held meetings at the WECC offices in Salt 
Lake City, UT on May 17-18, 2017. The next CCC meeting will be September 13-14, 2017, 
hosted by NERC in Atlanta, GA. 
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TO: NERC Board of Trustees (BOT) 

FROM: Thomas J. Galloway, NATF President and CEO 

SUBJECT: NATF Periodic Update to the NERC BOT – August 2017 

Attachments: 1. NATF RISC Priority Leadership
2. NATF External Newsletter – June 2017
3. NATF / EPRI Resiliency Initiative

The North American Transmission Forum (NATF) mission is to promote excellence in the reliable operation of 
the electric transmission system, with the vision to see reliability continuously improve.  To augment our 
strategic goals, the NATF has five 2017 focus areas: 

1. Resiliency / Security (tangible actions to mitigate, respond to and recover from severe casualties)
2. Human Performance / Skilled Workforce (reduced error frequency/consequences)
3. Equipment Performance and Asset Management
4. Operating Experience Exchange – cause analyses, corrective action, and lessons learned
5. Continuous performance improvement / mechanisms / processes / training

Over the last several years, the Reliability Issues Steering Committee (RISC) priorities have matured and 
stabilized.  The NATF sees considerable industry benefit to focus on RISC priorities to advance reliability, 
security, and resiliency; leverage strengths of various organizations; and avoid duplicative effort.  To that end, 
NATF has added emphasis on RISC priorities in our long-range plans.  (see attachment 1). 

NATF’s Resiliency efforts are managed under our Initiatives program (see below). 

As detailed in NATF’s June External 
Newsletter (attachment 2), recent 
Resiliency work includes NATF’s “Spare 
Tire” project (posted publicly), a 
comparison of Spare Tire with NERC-
FERC PRASE, and work with EPRI to 
differentiate Reliability and Transmission 
Resiliency and set the stage for clarifying 
Transmission Resiliency in a larger 
resiliency context (see attachment 3). 
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The NATF shares many common objectives with NERC.  To advance these common objectives, and minimize 
duplicative efforts, we hold periodic coordination meetings between the senior leadership of both organizations.  
The last session was completed April 20, with future meetings on August 31 and October 10.  April agenda topics 
included: 

1. NERC RISC priorities
2. Resiliency / Security
3. NERC data sharing to NATF
4. Equipment Performance Issues
5. 2018 Joint HP Conference
6. Vegetation Management
7. Misoperation Reduction / Measure Definitions
8. Information Sharing / Compliance Implementation Guidance

cc:  
ERO: G. Cauley, M. Lauby, J. Merlo, A. Koch, K. McIntyre, C. Edge, S. Noess, T. Buzzard 
NATF: R. Carter, K. Keels, C. Sills, T. Aldred, Letter Log 
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Attachment 1. NATF Focus on RISC Priorities 

NATF work (leading, supporting, advising) on specific RISC priorities has industry benefits to reliability 
and resiliency.  The NATF board supports work on a select set of RISC priorities consistent with our focus, 
and that would limit duplication of effort.  Logical candidate topics for the NATF involvement include asset 
management, human performance and skilled workforce, and resiliency.  Examples are listed below. 

Asset Management (RISC profile 4 actions in parentheses) 

 Improve data gathering for equipment failure modes and improve the dissemination among
equipment owners, manufacturers, and vendors. (2)

 Evaluate performance trends using additional data collected by event analysis to extract insights,
issues, and trends for dissemination across industry participants. (4)

 Learn from successful asset management programs, maintenance, and lessons learned to gain
insights on trends in effective asset maintenance and increase dissemination of best practices. (5)

 Develop industry guidelines on protection and control system management to improve performance.
(6)

 Establish sharing of technologies or processes that aid in condition monitoring, failure prevention,
spare sharing, and recovery. (8)

 Implement best practices from the sharing of technologies or processes that aid in condition
monitoring, failure prevention, spare sharing, and recovery. (11)

Human Performance / Skilled Workforce (RISC profile 5 actions in parentheses) 

 Expand their communication of insights regarding best practices for increasing HP. (1)

 Determine the extent of expected skill gaps and develop recommendations to address the skill gaps
(e.g., curricula, programs, industry support). (2)

 Promote expanding training and education programs to include HP and recruitment of the next
generation of skilled workers. (3)

 Promote the use of (standardized) cause codes to establish a common understanding of HP triggers,
collect and evaluate trends in data, and develop metrics as needed. (4)

 Explore the development and widespread use of a near-miss database which will leverage industry
data sources to identify patterns and risk. (5)

 Consider and implement high-value recommendations developed to address skills gaps identified in
the short-term mitigation mentioned in the 1–2 year timeframe.  (6)

 Develop and implement a sustainable process to analyze and disseminate best practices for HP. (7)
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Resiliency (Compilation from Natural Events, Physical, and Cyber) (Profiles / Actions) 

 Leverage best practices and the sharing of lessons learned to expand coordination during extreme
weather events among RCs, BAs, and TOPs.  (7.8)

 Identify and promote specific resiliency best practices to plan for extreme events. (7.10)

 Develop a catalog of regional/national exercises that incorporate extreme physical events and share,
thus supporting increased participation across industry. (8.6)

 Promote specific resiliency and vulnerability assessment best practices with planning for extreme
events, including good physical security assessment practices. (8.7a)

 Develop an event guideline outlining prevention strategies and event response and recovery
protocols for sabotage scenarios. (8.7b)

 Review and update restoration plans to account for physical security scenarios. (8.9)

 Develop mitigation strategies and physical security assessment best practices. (8.15)

 Facilitate planning to reduce the number/exposure of critical facilities. (8.17, 9.8)

 Create and foster an internal culture of cyber awareness (9.10)

 Develop a risk process to address the potential impacts of physical and cyber security threats and
vulnerabilities (8.8, 9.3)

 Develop a peer review process for emerging (cyber) risks (9.9)

 Develop agreed-upon levels of cyber-resilience suitable for BPS planning and operations (9.15)

 Develop industry operating guidelines that incorporate an agreed-upon level of cyber resilience.
(9.17)
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Attachment 2. NATF External Newsletter

June 2017 

NATF Resiliency Work Ongoing 

Resiliency continues to a focus area for the North American Transmission Forum (NATF).  Our 
members continually work to harden their systems and improve response/recovery processes 
and capabilities.  The NATF shares information both internally and externally and coordinates 
with other organizations to leverage expertise and efficiencies.  Here are some examples: 

Recent external-sharing efforts include public postings of “spare-tire” documents mentioned 
above and a coordination meeting with the Electric Subsector Coordinating Council (ESCC)—the 
organization that posed the question, “How would we operate the Bulk Electric System (BES) if 
both primary and backup control center capabilities were lost?”   

The NATF’s “Bulk Electric Systems Operations absent Energy Management System and 
Supervisory Control and Data Acquisition Capabilities - a Spare Tire Approach” document, 
posted to the NATF public site in June, discusses the results of an assessment of operating 
strategies and reliability tools present for Bulk Electric System (BES) operations during such 
events and identifies future areas of industry work and research to better enable operations 
during scenarios where there is a total loss of EMS/SCADA capability. 

RISC Priorities 

The NATF is currently reviewing RISC Priorities—developed by the North American 
Electric Reliability Corporation (NERC) Reliability Issues Steering Committee 
(RISC)—to identify where and how it can offer support and leadership.  Logical 
candidate topics for NATF involvement include asset management, human 
performance and skilled workforce, situational awareness and resiliency.  As we 

January 2017 Transmission 
Resiliency Summit co-hosted 
by NATF and EPRI

Public sharing of "spare-tire" 
documents (BES operation 
absent EMS/SCADA)

Member sharing of work to 
address GMD issues as called 
for under NERC Standard TPL-
007-1

Formation of a group to 
provide direction to EPRI and 
NATF on resiliency issues  

Participation in NERC’s 
Reliability Leadership Summit

Review of NERC RISC Priorities 
(see article below)

Member sharing of work on 
mobile resiliency transformers

Member sharing of a disaster 
response and recovery 
framework

http://www.natf.net/documents
http://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO_Reliability_Risk_Priorities_RISC_Reccommendations_Board_Approved_Nov_2016.pdf
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align on activities to pursue, we’ll incorporate into our operational and business plans.  A key 
aspect of this effort will be coordination with other industry organizations to limit duplication of 
effort.  

NATF Program Overview: Assistance 

In the NATF Assistance Program, NATF staff and subject-matter experts help member companies 
develop action plans to improve on selected topics or issues to promote operational excellence.   

Engagement options and offerings include on-site and virtual “assistance visits,” surveys, 
discussion boards, challenge boards, and group webinars to share and gather experiences. 
Topics currently being addressed with members include: 

 Relay misoperation rates

 Cyber and physical security

 Switching, tagging, and clearances

 Cause analysis

 Safety

 Internal controls and risk assessment

Each of the options results in information, including lessons learned, being shared with the 
broader membership. 

Long-Range Operational Plan 

NATF members approved the “NATF 2017–2021 Long-Range Operational Plan” in June.  The 
plan establishes proposed NATF activities and resource requirements for the next five years.  
The NATF plans to continue its current activities (e.g., peer reviews, practices, assistance, 
training, metrics, reliability initiatives, and operating experience sharing) and external 
coordination, with increased focus on addressing issues and risks related to the scope and pace 
of electric-industry change. 

NERC Compliance Implementation Guidance 

NERC recently approved the “NATF CIP-014-2 Requirement R1 Guideline” as “Compliance 
Implementation Guidance.”  The NATF document provides information on performing initial and 
subsequent risk assessments of transmission stations and substations that if rendered 
inoperable or damaged could result in instability, uncontrolled separation, or cascading within 
an interconnection.   

The document is an update to our previous version, which was also endorsed by NERC as 
Implementation Guidance, to account for the change in standard from CIP-014-1 to CIP-014-2.  

The document is posted on the NATF public documents and NERC compliance guidance pages. 

Workshops 

NATF practices groups hold annual workshops.  Recent and upcoming activities include: 

 Control Center Workshop (March)

 NATF-NERC Human Performance Workshop (March)

 Joint Compliance/Security Practices Workshop (May)

http://www.natf.net/documents
http://www.nerc.com/pa/comp/guidance/Pages/default.aspx


 Open Distribution 

NATF External Newsletter 

 System Protection Practices Workshop (May)

 Transmission-Nuclear Power Plant Interface Practices Workshop (May)

 Joint NATF-NERC Modeling Workshop (June)

 Metrics Face-to-Face Meeting (June)

New Overview Video 

We recently posted a new overview video about the NATF on our public 
website.  The video explains our programs, highlights our mission and 
vision, and features testimonials from current members.  Our members also 

provided the footage. 

http://www.natf.net/about/about-the-natf
http://www.natf.net/about/about-the-natf
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Attachment 3. RELIABILITY AND RESILIENCY REVISITED – JULY 2017 

In November of 2015, the North American Transmission Forum (NATF) published a short document 
addressing reliability and resiliency, and highlighting the electric industry’s efforts related to these tasks.  
Since its initial publication, significant activity, research, and results have been achieved, and the Technical 
Advisory Group (TAG) created jointly between the Electric Power Research Institute (EPRI) and the NATF 
determined it was time to update, revise, and reinforce certain aspects related to reliability and resiliency. 

BACKGROUND 

The electric grid serves as a vital societal function and an essential aspect of national security. Every sector of 
the national economy, from food production, banking, manufacturing, and retail distribution, depends on it.  
Electricity users have come to expect a high degree of electric reliability and availability, and meeting those 
customer expectations is a fundamental delivery requirement for all electric utilities.  

Beyond the economy, extended power outages can also have severe consequences on national defense, 
communications, water and waste, healthcare, emergency management, transportation, and law enforcement. 
There are also interdependencies among other critical infrastructures (e.g. the gas and electric industries), as 
well as needs for workforce support, and considerations for local, state, and federal levels of collaboration 
and assistance. 

While delivery of electric service has been very consistent and highly reliable for much of the past 100 years 
of the development, expansion, and continuous operation of the power grid across North America, it was 
realized that the focus solely on reliability, based on frequency and duration of power outages, may be 
insufficient in improving system integrity and availability of electric power going forward.   

Today, risk-based strategic planning and communications decisions are called for that may be different for 
each utility.  One size does not fit all because of the many variables each utility faces, including dissimilar 
threat levels, available resources, corporate cultures and risk tolerances, geographical locations, and 
regulatory policies. Appropriate and cost-effective solutions must be determined by each utility. 

RELIABILITY 

Electric system reliability has been, and will always be, a fundamental objective of electric utility providers 
because keeping the lights on and delivering electric service that meets customer expectations is the ultimate 
goal.  For our purposes, transmission system reliability is defined as the ability of the system and its components 
to withstand instability, uncontrolled events, and cascading failures, during normal operation and routine (i.e. 
reasonably expected) events.  

RESILIENCY 

Electric utilities typically manage system reliability through redundancy and risk-management strategies to 
prevent disruptions from routine hazards.  It is the new hazards and extreme events, coupled with society’s 
increased dependency on electricity, that have raised the importance of grid resiliency.   

Therefore, in our context, transmission system resiliency is defined as the ability of the system and its 
components (i.e. both the equipment and human components) to minimize damage and improve recovery from 
non-routine disruptions, including high impact, low frequency (HILF) events, in a reasonable amount of time.   

Resiliency includes a diverse range of topics, such as flexibility, hardening, security, and recovery. 
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HOW ARE NATF AND EPRI MEMBERS ADDRESSING RESILIENCY? 

Improving resiliency requires a systematic, strategic approach, and seeks cost-effective solutions that may be 
unique for individual utilities. More resilient system designs can be integrated into the planning, design, and 
construction processes.  System investment strategies for hardening, upgrading assets, and spare equipment 
need to be cost-effective, flexible, agile and permit the adoption of new technologies. 

Since 2013, EPRI and the NATF have co-hosted numerous industry summits to drive action on various 
aspects of resiliency.   The industry continues to make tremendous investments to improve their systems, 
such as GMD studies, more robust security measures (including work to address requirements of CIP V5 and 
CIP-014), new control centers, improved spare equipment strategies, the creation of new modeling software 
to determine potential weak spots that were previous unrecognized, etc.    

The NATF has been hard at work on a “Spare Tire” Project investigating system operations under severely 
degraded control and communications conditions.  In April 2016, EPRI launched a three-year project studying 
the potential impacts of an electromagnetic pulse (EMP) on the power grid.  The results of this research and 
development will provide a factual basis for the industry regarding the threats, consequences, and potential 
mitigation measures for EMP.  Additionally, a new EPRI project is looking at emergency recovery 
communications to be used after catastrophic (i.e.: “Black Sky”) events. 

CONCLUSIONS AND NEXT STEPS 

Efforts to improve reliability and resiliency involve risk-based, strategic decisions that may be different for 
individual utilities.  Available resources, the level of risk tolerance, geographical locations, and regulatory 
policies will influence the type of investments, planning, designs, construction, upgrades, and operations for 
each system.  New threats, hazards, and vulnerabilities continue to arise even as utilities work to protect 
against today’s challenges, so utilities must also remain vigilant for emerging threats. 

The joint TAG will develop and publish additional resources covering in greater detail the many facets (i.e. 
flexibility, hardening, security, recovery, etc.) of reliability and resiliency. 
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North American Generator Forum 
 
 
 
TO:  NERC Board of Trustees 
  Gerry Cauley, NERC President and CEO 
 
FROM:  Allen D. Schriver 
  Chief Operating Officer, North American Generator Forum (NAGF) 
 
DATE:  July 26, 2017 
 
SUBJECT: NAGF 2017 Summer Report 
 
----------------------------------------------------------------------------------------------------------- 
 
 

 
Through attendance at the 2017 Reliability Leadership Summit, the FERC 

Reliability Technical Conference and via participation on both the NERC/WECC Inverter 
Task Force and the Inverter-based Resource Performance Task Force, the NAGF 
believes the rapid pace of change to the system has created a need for the ISO/RTO’s, 
Generator Owners and Operators, OEM’s and NERC and FERC to begin discussing the 
attributes of both synchronous and non-synchronous generation and how to supply 
Essential Reliability Services utilizing both. As such, the NAGF with the support of NERC 
staff is currently planning a Non-Synchronous Generation Attributes and System 
Operation Workshop to be held at the NERC Washington, D.C. Office on Tuesday and 
Wednesday September 19 – 20, 2017. The plan is to review and discuss presentations 
covering: 

 
 Design, operation and ERS capabilities of BES solar sites and the 

inverters 
 Design, operation and ERS capabilities of wind turbines  
 Design, operation and ERS capabilities of DER’s and Battery Storage 

including the communication of operating data  
 

 
The NAGF 2017 Annual Meeting has been scheduled for October 10th – 11th at 

the NERC Atlanta Office. The tentative Agenda includes: 
 Generator Compliance Lessons Learned  
 Project 2016-04 - Modifications to PRC-025 
 Project 2016-02 - CIP Modifications  
 Implementing CIP for Low Impact Facilities  
 MOD-026 and MOD-027  
 Project 2016-03 - CIP Supply Chain  
 Patching Lessons Learned  
 NAGF Business Matters & Working Group Updates  
 PRC-019, PRC-024, and MOD-025  
 Internal Controls  
 PER-006 
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Antitrust Compliance Guidelines







I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or among competitors regarding prices, availability of service, product design, terms of sale, division of markets, allocation of customers or any other activity that unreasonably restrains competition.



It is the responsibility of every NERC participant and employee who may in any way affect NERC’s compliance with the antitrust laws to carry out this commitment.



Antitrust laws are complex and subject to court interpretation that can vary over time and from one court to another. The purpose of these guidelines is to alert NERC participants and employees to potential antitrust problems and to set forth policies to be followed with respect to activities that may involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel immediately.



II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference calls and in informal discussions):

· Discussions involving pricing information, especially margin (profit) and internal cost information and participants’ expectations as to their future prices or internal costs.

· Discussions of a participant’s marketing strategies.

· Discussions regarding how customers and geographical areas are to be divided among competitors.

· Discussions concerning the exclusion of competitors from markets.

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers.

· Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s General Counsel before being discussed.



III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may have a negative impact on particular entities and thus in that sense adversely impact competition. Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the matter during NERC meetings and in other NERC-related communications.



You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 



In addition, all discussions in NERC meetings and other NERC-related communications should be within the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within the scope of the published agenda for the meeting.



No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry participant or group of participants a competitive advantage over other participants. In particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should not be influenced by anti-competitive motivations.



Subject to the foregoing restrictions, participants in NERC activities may discuss:

· Reliability matters relating to the bulk power system, including operation and planning matters such as establishing or revising reliability standards, special operating procedures, operating transfer capabilities, and plans for new facilities.

· Matters relating to the impact of reliability standards for the bulk power system on electricity markets, and the impact of electricity market operations on the reliability of the bulk power system.

· Proposed filings or other communications with state or federal regulatory authorities or other governmental entities.



Matters relating to the internal governance, management and operation of NERC, such as nominations for vacant committee positions, budgeting and assessments, and employment matters; and procedural matters such as planning and scheduling meetings.
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